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^ U:^^ ^ #tfl ^IB^ Aj^^oil^o) EHfl^a <y-3iS]- 7l(TEK:Traffic 
Encryption Key) y 0 Vl ^ ^ 71 HS£f ^ H D Vl ^ , 7ie|jl 7>^x> cf^oflA^ 

*T*r ^S-^^-S, 71^1 =$°\ 7>^7> #^3. 71 ^Aj T^ig nfl Al Xl # 

E5fl4fl <y-SSf 7l# O] ttfl 71 7gX\ Tgig oflAl^l ^ v\]X\*\ 

Hefl^ «a-Jl5|- 711- ^jTS^Kr^l 7}-g-^ GKEK( Group Key Encryption Key)-& 
^!§>7l W ^lui, §>M-^l *fl2 ^H*]^ SJfl^j 'y-JLSl- 711- 7^AlS>7l ^ 

*r ^°l^f. 71^1^ 7V<a 7 r Ssfl^ ^Sl- 71 ^ajo. o^sfl ^€ 

(TEK Grace Time)^f^r *W a1;£(m&B TEK Grace Time)# i§7g!*H o] a] 

^€ ^1 GKEK1- ^ a] §1-71 ^tr *fl5-£ GKEK1- 1ft afll 7}<$x} 

^^S. ^t^}5L, °] ^l7i ^°fl n)lA]xHl o^sfl ^€ *fl5.£ GKEKS. 

^315}-^ Afl^.^ E£|d oj-JlSj- 711- 3E^r *fl2 oil A l *1 # 71-^7} Tct^^L ^^1§H 
7^7} TEr^H SEfl^l ^"JlSf 711- ^A]^-. nfl f ^ 1 Tffl ^ ^ S 

el-ol^sl n|)q*)^i;E ?m>Q (Primary Management Connection)^: ^sfl 7 r ^7> 

S. AA ^i^SlJl, ^2 oil 7]xl^ iLSE-ffl^S 7m ^(Broadcast Connect ion)# ^ 

«11 7h^7> ^ S-^^lTll ^]d\] ^^cf. T^ofl tr)-2^, a}£- a]^ 
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£. 12 

Grace Time, GKEK, MAC «IM*|, PKM, privacy, IEEE 802.16 
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^ «F^, 71^*} ^^H^ isflsj <£3ls1- ?1 4^ ^^1^ ¥^ ^ 

{METHOD FOR MANAGING TRAFFIC ENCRYPTION KEY IN WIRELESS PORTABLE INTERNET 
SYSTEM AND PROTOCOL CONFIGURATION METHOD THEREOF, AND OPERATION METHOD OF 
TRAFFIC ENCRYPTION KEY STATE MACHINE IN SUBSCRIBER STATION} 

<4> £ 4~ £ H £7.) El Jf-^i ^ptfl ^lE^ Al^^Jofl^^ 7><y7> T^ 1 ^ 71*1-5*- 

<6> £ 6^ H^tl ^r^d Al BJ] o]l *| 4^*1 7>^7> 7l*l^ 
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<y-3lS]- 71 7^a1^- ^*J- oi-jr pkm s|-sl-^lB-l £-g- M-Ef^A £11 °1 

<8> £ 8^ ^^1 *fll ^Al6j)0fl tt)-^- JfT^ ^cfl °lB]^ ^l^^H^l 

^sfl Key Reply *IM #^=711 ^§}*1 B£fl^ <#JL 

<10> £ 10£r 7^1 -MAl^oll XX\-^ JfT^ -fftfl ^i^|Aj 

7>^x> ^r^ruzf 71^1^ seflsi ^s]- 7l 73 a] h 0 v^ 3 ^s-co]^. 

^ #3151- 71 ^e) « 0 >^ofl rcj-eq- Ejflsj «y-Ji5|- 7l MAC Sflcl 5] CID^ °H 

n}€- S5fl^ ^JlS}- 7l# ^JuS^fe ^Tfl-i- Td^fl ^ ^o]^-o]rf. 

<12> £ 12^r ^-^^1 7112 ^AH<>11 j=l^ ^ *]E^ A]i^o1lA-lo] 

<13> £ 13^ *fl2 3h*fl tlEl^l Al^^oflA-^ 4^o] 

71-^xl- 7]*}^r SHfl^ <#JL5l- 71 ?g A) wj-tfo} 

<14> £ 14^ ^- ^"^^1 7112 -T-^l ^tfl ^E-l^l Al^uflollAl^ Elsfl 
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^ Qsm- 9} ^ U-HHH ^--§-£1-^ SHfl^! QSJSf 7} -§-^(Key Reply) 
<i5> £ 15^ £ 14*11 £ A 1€ Befl^ 71 sf^WTEK-Parameters)!- 

<i6> £ 16^ ^ *fl2 ^ ^tfl ^b]^i Ai^^cfl^oj se fl 

^ 7} ^ «o v ^°11 A i A l-^-^^r 71 ^a] ^ 53 (Key Update Command) *IM 

<17> £ 17^ £ 16°11 £^1^. Key push modes X«L*t ^1°11-^: £ A l*!r 

<i8> £ 18^ S- 16^1 £^1^. HMAC-Digest ^^pIe^ $<%*k H *}%$]^ ^^7} 

<!9> £ 19^r £ 12°TH 7><y^l- TEf^o] 7lx]^o] ^a]*]- Key Update 

Command *IM*1 # <^ §hM-5l-5i ^l-STll ^a]^ ^§1-^^: E«fl^ <#JL 

<20> £ 20^ £ 19*11 Hl^^-^°J ^-t-^1 SHfl^ QS.^ 7] tg-^HH 

7}^*} S2fl^ °J-3lil- ?1 -fi-^ -tf^Ml Key Reply *1H*H1 

^^^r TEK-Parameters ^iL# M-^-^^r ^11 °1 # °1 ^ . 

<21> £ 21^°r ^ #^51 ^AHloll JfA| egfl 

^1 ^Jlij- ?1 ^:Sl «o v ^°1H °J-S5l- 71 A o V ^fl ^^1^1 ^-Bfl ^o-| £ olc}-. 
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<22> £ 22^ 5. 21<H1 5.*]$. -tfEfl ^lo]^- ^s]^ u|-Ej-\fl ^l^llrolT^. 

<23> £ 23^ #^§3] ^2 -*UHH n^-E- -fftfl SlBj^ A]i^o1lA|^ EEfl 

^ 7l w o v ^°iH 7V<yx r HEfl^a 7] ^"Bfl #Efl ^ 

<24> £ 24^ £ 23°11 £^1€ 4>Efl ^O]^- ^e)^ q-Ej-yfl BiH^-oirj.. 

<25> £ ^tfl ^iBl^l Al^BfloiiA^ e^s] ^3}- 7 j (Traffic 

Encryption Key :TEK) ^ IHH ?rtr iL~c\- ^l^O-Sfe -^-^d M °]Bl 

^ Ali^|6flA]Sl ^Bl^ll^Bl (Multicast) ^w^s}- «SE 711 ^ (Broadcast) ^tij^ 

-g- ^>s^l- 71 « 0 >^ « n HSEf ^ 7><yx r ^^H^l e 

<26> ^--a #tfl SlBj^g: ^efl^| Jf^l LAN^f Ji^^ ^1^ S°lH(Access 

Point :AP)# <>l-g-§Rr 5-7-1 e] 3He1 ^a] wJ-ai^ (mobi L ity ) o_ ^ xl^sf^ 

-5.^, *i*ll IEEE 802.16* ^^SLS, ^cfl ^^l^ ^ K^^7} #*JS|3L oi^_ 
^ 717^ IEEE 802.16^ 7}^^0-S. S^]^ ^^^-(Metropol i tan Area Network, 
MAN)* *l€<?Rr fl-^^-S^i, ^tfl ^.M. ^^(LAN)^ ^^l^(WAN)^ 
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<27> ^l^^ IEEE 802.16 MAN ^l^^HH^ A-]tilif <?>^l§>7ll afl^g-^l ^ 

<28> ^fl IEEE 802.16 MAN ^l^^HH^ o]<^ 1^ 3] o] bJ # ^-^LS]- 

Hefl^ 71 a*!: iL£hl: -fi-*1^7l ^1§1H ^1#°1 ^lM^ ^j^ISH x\\^_ 

£ Befl5] 7l# ^ ^ ^fl^KS^- Sj-Ji 5^. °1# ^ , 7><g*> ^sj. 

71^1^ ^<H*V BHflSj oj-jr^. ^f r «lcf. 

<29> ^"71^ ^ ^ Ji<?l ?3:S 7]^ ^^§1-71 ^«1H, 71^1^ 

71 ^S] H£Ef°J PKM(Privacy Key Management )-REQ(REQuest) *IM ^Sf PKM- 
RSP( ReSPonse) *IM*l-i- A h-g-^h ^^-^r PKM-REQ *1M*1 ^ *t nflAl^oi Ke y 
Request *IH*1# 7lx]^-o_s. ^^^"^-S.^ *flS^ Hsfl^ ^JLS]- 7H1 tfl*V 

^-M^ PKM-RSP nfl^l^l ir ft ^H^1<?1 Key Reply *IH*1# ^^J-JL, ^r«t ^sfl 
S>^# ^-r-°11^r Key Reject *)H^1 IE^r Auth Invalid ^1 *1 *1 1- sfl^ ^^5. 

0 1^1- ^ S^fl^ ^JlS]- 71 ^ * 7^a] Jg^fl ^^jzf 71^1 
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<30> *V^, IEEE 802.16 MAN -^^^H ^E^7fl^H ^l^M- tLS-=7fl^H 

-8- Bsfl^ 7] ^a] « 0 >w^ ^ 0 >7l*t y^o] -friJ|7ll^H(Unicast) ^til^-g- 

g.flfl7> o]ifo]xls.3L ^ A]Jr A>-g- ^7} nfl-^ 7^711 ^ 

*\ , -fr^fliH *1«li-g- ^JuS} 7] ^A] ^A>S ^Bl7fl^S 

x\ y] ^-q- tLS.H.7fl^S A^l^-g- Ejfld <y-sS]- 7l# ^A]^^ JfA| ^} 

^ MA«l-7ll Af-g-§>7ll ^ ^1^1 ^S^. °H1 ^Bl7fl^S A^til^q- W. 
S.iE.7fl^H A-^Hli-g- Hefl^ ^SSl- 71 7jX]ofl JfA} *fl^ aKI^ a^l-^i^S. 

^^Al7l^ Qx\7\ _8_^eIt}. 

<31> ^^M, ^r^^r ^-7}^: ^1^ «fl^§>JL7> ^ ?ASLS-, ^ 

SI- 7l# ^A]^- nfl 7 ] x j^ollA^ 7>^O.S H2fl^l 7l# ^A]^ ^ *fl ^ 

71 # ^^Aj^dl -EfA] ^ Ajjr A |__g_ ^-^A] 71 ^ #tfl 

°jB^j| Ai^^oflA]^ EEfljfl <g-is]. 71 ^el « 0 >^ ^ n HS-Sf ^ y o Vl ^, ^ 
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<32> ^-7} ^§1-71 ^ ft}^-S>\ ^^o\) tt|-S ^-A} :Slcfl ojEi^l 

<33> ^ptfl ^Bl^l Aj^BflollA] 7lx]^o] JfA| 71-^7} T^oH tfl 

Bl^T^Edyu^icast) w^^Tx^ (Broadcast) 7-^17^- ^ sfl ^^a]^ e 

<34> a) 4 V 7l 7^7} ^r^Jzf ^fl ^r^]*Rr SHfl^ #3.3% ^Jl 

3^31 Af-g-^ir ^fl^l SEfl^ ^15)- 71^ -fj-S. A] A] 2]- ^ x] 0_S.Jf ^ 

^l7]r 0 l ^^f*r "fl, ^7] ^fls} Sjfl4fl <£jr5r 7l# 7jAi§i-7i aUs.^ ^eflsi 

<#JL5} 7l# TjAj^ t^j ; ^ b) ^B]7fl^J= Ji^-JE^iS ^ti]7i# 

^l^^Jl 9X^r 7j-^7> ^Tg: 5.^^711 tig.E?flAE ^ ^ (Broadcast Connection) 

# ^Sfl ^-71 Afl^.^ eefl^fl <£:5LSr 7l# Aj-7] 7 ><y7> 

<35> ^ ^ ^-^Hl ^ ^ jSLtfl olBl^l Al^Ffl^Al^ EjflSj OV^S]- 

71 ^Cl «o Vl 3£r, 

<36> ^-Al ^tfl ^E^ Al^BflollAl 71^1^01 Jp-Aj <£^jEl 7^7} tfl *V ^ 

Bl^H (Multicast) y.S=?ll^H(Broadcast) ^ ta] ^^a]^ e 
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<37> a) #71 ^fl ^^A]§]-^ Ejjjd C-11 ol B] # ^5^- ^-JE. 

§>^^1 *Uflo] HBflSj oj-jL^j- ^ ^-JL A^S] ^xj- ^ 

7><^7> 3.^^1711 H.sJ-°Hb1 ^IN^l^m 7^ (Primary Management 

Connection)^ ^sfl #7l ^ 7]# zj-zj- ^§Kr #711 ; c) A J"7l ^7fl<2l 

^7] ^*flS] SEfl^ ^51- 711- 7^A1§>71 ^Sfl Afl^.*- EEflifl ^^J. ^ ^ gj. 
#31; ^ d) ^"71 ^Bl7fl^S I£^r W-S^fl^H ^ Hi afl^ljtjl ol- 7 }<$ 

7 r 2.^1711 HSE7fliS Tl^l^ (Broadcast Connection)^: ^f-Sfl 

AflS^ BBfl?! ^JlSr 71 # 4^-^7H 4^1^ ^JLSf 7]^ ^l b) # 

711 °1H ^flS^ ^ 71 S. <&3L^S\°] ^71 7l-«g 7} l&^H 7> 

-g-Sl^r ESflS] #3131- 7] 7> 7^A]£l^^- ^ T=t7ll# SE^T^r. 
<38> ¥r #^^1 a Cf^r ^-^>H1 ttr€- -5fA| ^tfl °JE^ A^Ffl oj 71^7} # ^ ofl ^ 

51 Hefl^l <y-JL5r 71 ^e] y 0 Vl ^, 

<39> ^tfl 91^]^ *1^°1M 71^1 -^-ofl ^AJ <g?i^ 7>^7> T^o] ^B^fli 

S(Multicast) ti.S.= 7fliH(Broadcast) ^sfl AJ-7I 7]x]^z\- ^*r4I 

* r ^r S^Sj 31 ol &\ # <y-Jlg)- 5£^r ^S^Rr^l ^r^o"}^ H5fl^ ^JlS}- 7l# ^ 
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<40> a) #7l 7} ^1 O-S-^M tLS-JE-^fl^H t!^a£ (Broadcast Connection)^: ^sfl 

AflS.^ B£fl^ <#Jl5}- 7]# ^#§Kr #31 ; ^ b) #7l *r#^ Afl^.£- Ejfljfl oj-jr 

Si- 7lS ^Afl^ S£fl^ ^>SSr 71 # T^A]^ o]^W-B^ #7] 71 X] ^ ^A]^ 
EHfl^a G|l oj B\ # <y-3LSl- i&^r ^Jl^R^ll #7l ?3#^ AflS.£ HSfl^l <#5L3r 7l# 
Af-g-^1-^ #7ll # XfJ-ftcf. 
<4i> a. y}-^*l IE cfs ^-^Hl rr)-^ Jf^i ^cfl ^lE^ AjA^flo] 7>^^> ^^^M 

<42> ^Cfl OlBl^l 7lXl^ofl cg^E} 7>^7> T^o] TgEj^i 

H(Multicast) 5£^r jELS^flTx^ (Broadcast) ^1^1- #7l 7] 

Sefl^l ^l^Bl# oJ-JlSl- ^^Rrtll #-§-«r^ Sifl^ <#JlSr 7l# ^ 

<43> a) #71 7l^O^LtLEi E5fl4fl <£jr£]- ■?] # ^.JL^R^I Afl S£ ^ 

^ 7l# He} 0 HE| ^i^aI^e ^^S]^ (Primary Management Connect ion) # ^§11 

A]§>ir #711; b) #71 Afl^.^ ^ 71 ^fl£] ^ 71 # 7VjA]§|-^ t^j ; 

c) #71 7lxl^-o.s.a.B] tLS.3L7fl^S 7]^ ^ (Broadcast Connection)^- ^sfl Afl^. 

EHflifl <y-S^- 71 - ^ 7l A.4 Afl^g- egfl^ ^s]. 7^ ^>7l b ) tJ^HH ^a]^ 
AflS£ ^ 71 S ^gfSl^ ^#§Kr #31; ^ d) #71 Afl^.^ 

EEfl^a <y-sSr 71 # #71 b) #711 °fl A 1 Afl^.^ ^ 7lS ^J^H ^flS] 

^^1- ^A^j-jr, o]jpfEi #71 7lx]^3lf ^A]^ S5 fl4fl nio]Bl 
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51- 7l ^sl ^ y o Vl ^, 

<45> Jf^l #tfl £1^1 ^ A]^Tiflo1]>| 7>^|X]- ^^Jlf 71*1^- Zt<>\) TgB]^^E 

(Multicast) ti.S.H.7fl^S(Broadcast) ^sfl ^n^l^Rr SHfl^ 

<46> a) ^"71 71-^7]- TEt^ol E5fl4ij tls]. 7]# ^ sfl MAC *1H 

*l<y 71 *lH*l(Key Request)^ °l-g-*M ^>7l 71^1^-o.S. ^<?Rr ^7ll ; b) 

4>7l 71^1^-01 ^A]*t 71 ^.^ «1M*12] -g-^-^-S. SHfl^ ^Jli)- 711- ^^^71 ^ 

«fl 71 -g-^(Key Reply) *)1 X\ X\ # ^A]§>fe #711 ; « c) ^>7l ^xl^-o] e^s] <y-jr 
S> 7l# 7>>^ 7>Ja]§1-ji ol^- 7l -g-^(Key Reply) *1H^1# °l-g-§M # 

iHlTll w o >^ ^Sfl *l^Rr ^711 # 

<47 > ^31 IE ^-^Hl 0^-^ JfA} ^lufl o]E^ Al^eflojlA4o^ EE|a o}-Jr 

S> 71 43:51 2 SEf ^ tfj-rt ^ ; 

<48> -*f^l ^tfl ^lE^ Al^^^74 7>^7> 7]*\^ ^ofl ^Bl^fl^B 

(Multicast) 5£^r «-S.^7ll^H(Broadcast) <*1 til ^sfl ^^a]^ Hefl^l 

B|# <#3L3\- SE^r ^-S^tll Al-^-51^ EE|a 7H1 cfl*t ^ # ^^^}7) 
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a) ^7} 7\<$X\ S5 fl4fl <#3L3% 7l# 2^5. A^§>7l ^sfl MAC *IM 

71 _£.^(Key Request) t»IM*l# 0 l-§-*H ^r7} 7]x]^°_S. 4^*Kr ^ I b) 

7]*\ ^ 7]^± <#7] SHfl^l 7-1S- ^jL^RrEll A>-g-^-l- ^is}7] 5]f% 

MAC *1H*1 , ?I 7l -g-^(Key Reply) *IH*1S 7}<£t} TEJr^S. ^^Kr ^31 ; c) 

#7] ^ ?1# ^ A] §1-71 Aj-71 71x1^-6] Afl ^.^ ^ 7l# X^Rr 1 7l 

^^(Key Update Command) «IM*|# MAC *)H*1# °l-g-*H ^7} 7\<$7\ 

S- 4^1*Kr ^ d) #71 S2fl^ ^51- ^A]§]-7l ^fl ^7l 71^1^01 

*fl5.£ HSfl^l ^51- ?1-«^7H Afl^^ e^s| 7]±r <#7] ^ 7] 

ell $] sfl <y-3lsl-^-# X^-§Rr ^2 71 ^ A] ^ ull A] -g. MAC °l-g-*H 

^7} 7}^ 7} ^^S. =£^]§Kr &7\] # S^-*!:^. 

^t^o] ^.s. ^-^Jofl ^l^l^l a! ^ Bfl oi] A 1 ^r^r^l HBfl^ 

<#JlS|- 7l Aj-Efl T^Al ^ 

^ ^tfl ^lE^jl Al^^flollA-1 7\<&7\ T^^oll ^. B ]5|^ f ^- 7 ] 7 | ^ofl if A] 

"S^^ 7><y^} TgBl7lliS(Multicast) «. SH.7ll^iH(Broadcast) >H«1 

i# ^Sfl AJ-71 7lAl^2f ^A}^ S2 fl4a cHo]Bl# <#JlSj- 2^ 41*}^^ A \ 
-g-Slfe HHfl^l ^Jl^ 7l# ^Sl§>7l ^^^1 HHfl^l ^S*)- 7l Aj-Bfl T^Ajol 

Aj- 7 1 ^b 1 ^ °1 7lAl^o_S. ESfl^ %t3L$}- 7l# A^*^ 7l £.3$ v]) A] 

*1 <£4I °l^S(event)°ll ^| «fl 7l .3.^ (Key Request) ^1^1^11- ^A]§j-ji tfl7l§Kr 
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^ Cfl7l i£7\) (Op Wait)! #71 71^]^^^ ^Aj-^o] EeflJfl EflolBl^ ^A] Jg^ 

* ^J§Rr ^(Operational)* SL^M , ^^1 Bsfl^ A 

5. ^ ^ §1-31 cf^s-s tg-^ sfl^-g. ^sfl 71 -g-^(Key Reply) *IM*1# 

^§1-31 TEt 1 ^^] ol^ cfAl ^x]- t^tIHI nl^-Hi, ^ *r^r. 

<53> ^-^^1 5& cfs. s-^ofl tt)-^. JfA} :£tfl ^iBl^l Al ^tfl ofl a] cf^o] ^Efl^a 

«a-Jl5|- 71 ^Bfl ^ w o V^^, 

<£^_Q 7>^7} T^^roi ^El 711 iHCMulti cast) JM-SH^ll^S (Broadcast ) 

^# ^Sfl ^71 7lxl^ ^A]^ EEfl^ C)l ol Ei # iE^r 41*}^^ A > 

-g-^l^r SSflS] 7l# ^ S>7l SHfl^ ^JlS]- 71 #Efl ^^1^ 

<55> #7] i£lk 0 } 71^1^- Sefl^ 71S 2^5. _S-^§>^ 7l tifl A] 

*l ^^1 event )°H ^sfl 7l _3.^(Key Request) ^^l§r^ tfl7l§Hr 

^ cfl7l #711 (Op Wait); ^-7] 7}^3\-$] AjA^o] e^ja eHo^o} ¥^ 

# ^r g 3*Kr 711 (Operational); ^ 7l*l-5*-<*IM 7}^°_S. ^ 
5]^r ^S.^ E?fl^ ^JLSf 7l# 7^Ai§i-7i -gfl tfl 7l S}^ M&B(Mul t i cast & 
Broadcast) ^a] ^ tfl7l ^(M&B Rekey Interim Wait)* 3Ltr«H , Sell 

& <a-3L5f 71 #Efl ^A]^ ; AJ-71 J&X}- ^6fl &i=. Aj- 7 1 cfig-ol AJ-71 7lAl^-0_^.Jf 
B] EHflJfl <y-S^- 7l# ^JlS} ^ ^Sr^Krt-ll 7f-g-£lir ^ 7} S.^^. *fl 1 7l 
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^ ^ ^1^^ Tg^ofl 0]§fl A o > 7 ] M&B 7 JA] ^ cfl 7 l 

7115. ^l^M ^^j-jr, o] m&B ^a] ^ cfl 7 ] t^H^ 4> 7 l ^^o^ju^ m 
<56> f> Hfl ^1 *\ ^^*!r *H ^ ^Aj^oil cfl^ ^ 

o] 7l# *§-^$) 7>^1 xj-71- -g-O] §1-711 ^]Al%> ^ $J,J£^- Aj- 

^^W. ^ 7>^1 Aj-oj^ ^BflS. *r ^ 

7H1A-1 i§^§V^ ^^HHl *t^5]^l SHr*}. ^ igr$^r ^ ^Tfl ^^^V 



71 ^l&^r ^^rSl^. 



^1 tflSflA-^ ^<g*t 5Lig ^Jr^- #5^. 



<57> e>l§h ^^^1 £^-1: t^*!-^ #^^1 ^ A HH ^^i M ^]Bl^ 

<58> £ 1^ ¥r ^°1 3^^-51^ JfAj jsicfl o]E-l^lSl 7fl A# £A| 7fl ef^l . 

<59> £ 1^1 £.^1^ ^>o] ) J^Tj «1t^ 0]Bl^ Al^Bflo. y]^^0_^_ 7}^*} ^ 

^(Subscribe Station, 10), 71-^xJ- ^iKlO)^- ^§Rr 7lxl^(Base 

Station, 20, 21), 71*1^(20, 21)^1 7lHH3H# ^«fl ^€ eHr^ 

(30, 31) ^ eHM(30, 31)cHl 7><y*> ^(20, 21)^1 ^ °I«g^ ^sj 

^ir ^1 «1 (AAA:Authentication Authorization and Accounting) ^(40)11 5. 

<6o> ^efl^l IEEE 802.11^1- LAN y c v ^]^ 31^^ ^1^ #43 °- 
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s. e?le|qHH ^f-^l 0 ! y o v ^# ^l^ui 9X^, 

cll^Bl ^A]^ xl^^cf^ i&7il# 7>x1ji SU&cJ-. 
<6i> IEEE 802.16 3.1- -IHH *f-# #tfl o]E^ a]^^^- £ lofl 

£^ 7><a^> ^(10)^1 7]^1 ^(20 H t^sf^r €°H^1 71^1 ^-(21) °1 ?H>§1~ 

<62> 14^1, ^ flhtfl ©IBJ^I Aj^^fl^ §^ 7 }<$x} T^lf 

(10)^1 sfl^o^^. xl^§>^, 7>^J^> oi^o^i rc|-^ ^*}<y ip ih^ 

£ 7>^Kt. 

<63> ^ ^Itfl ^lE^jl 7}<$*} ^(lO)^ 71^1^(20, 21)^ ^52 f^T 

^-irSK Orthogonal Frequency Division Multiple Access; °1*> 0FDMA&1-J1 
^-) t3 o v ^^-S ^]^r ^fW. OFDMA « c v ^ ^52^3)-^ -*f ^^(sub 

carrier)!- a-^h. ^fl^S ol-g-^ g.^- tg-^jzj-, X\&*t yj-^i (TDM) 

«cH^ ^^tr t^S)- ^^^r. °le|3!r OFDMA «<H=]£- ^S. 
(multi pathHH igH3*r^ *)1 °1 ^ (fading) ^1 , ^HbI S^f. 

<64> £. 2^ £ 1^1 ^*}& JfAl ^Lcfl o]B]^l X|^flo} 711 # ir2f S^l^ ?11# 

<65> HL 2<^1 £^51 wj-sq- ^-ol ; IEEE 802.16^1 ^tfl Alitfloj 

^S^r 3.711 #el 7ll#(Physical Layer, L10)4 nflTSfl ^je (Media Access 
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Control; °1*> "MAC" °]B\-3. ^1#(L21, L22, L23)°-S ^^€^f. 
<66> #5] 7fl#(L10)^ « ^ ^f-^ #5] ^§Kr ^ 

<68> n 7l^ig!S ^y. #3^^, MAC H^l^M 

(Privacy Sublayer, L21), MAC ^1«-^1#(MAC Common Part Sublayer, L22), 

A-^til^ ^-^ X\ H. Til #( Service Specific Convergence Sublayer, L23)# S^- 

?r^r. 

MAC^I -#$1 ^l#(£Al ^ ^)6fl a-1 ^jgcf. 

<?o> MAC «.^l#(L22)^r MAC ^^^ 0 A Jf^-O-S^ 

^M}^, tfl-^s. SE fl^ ^(Traffic Connection) ^ ^ -fr^l , QoS 

<7i> ^ a^ y.7il#(L23)^ ^#^^1 cfl^B] ^fAlofl ^a-}, ^o]^. 

— SllU-l A]s e |^( suppression ) Q oS Pfl3g 7 j^g- 
<72> £. 3^ £ l°fl Jf A] 151 cfl OIBJ^I Al^ofl^ 71x1^(20, 21)3f 7><y 

*r ^^(10)3] <£^^^1- SA]^ 7fle*£o]rf. 
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<73> £ 3^1 ^oj, 7}<$?.} ^r^r(lO)^ MAC 7}*\^r(20, 21)$] 

MAC ^(Connection, CD^l^Hr 7fl^°l 

<74> ^7H, "<g^(Cl)"°l?J -g-^fe ir^l^ ^^^^171- ^tJ|^ i^e) ^ <g^^:7jl 

-M cflsH Ssfl^lf ^^§>7] ^sfl ^^(10)^}- 71^1^(20, 21)^ MAC ^ 

7] <£«<>1 ^r^SlJl, ^-7] <a^* ^^H^l^r ^Jl. nfl^l^lM- B2flS] 31 

<76> n ^-oflS. MAC *H*1*1^ zv^ ^ofl tfltb A^(REQ), -g-^(RSP), ^1(AC 

<77> £ 4^ £ lofl #tfl o]B]^1 Al^Hfloll^^ 7|- < y7> Tar^iz}- 7]^1^ 

<78> £ 4# ^S^, 7}<£*} ^^(10)^1 7l^l^-(20)^l ^S^CSIO), -f^l 7> 

^7} ^^(lo)^ 7ix]^(20)2f sH^a. ^7]# 'i^sj-ji, a 

Sell ^tiD^l ^ ^ clia.^B-1 nil A l *1 # 5U^h 

<79> n -f , 7HJ*> ^r^CLO)^ 71^1^(20)^ 31 SI 31 (Ranging) ^3^} 

(S30). «^7H 31^1^ 7V«a^f ^(lO)^ 71^1 ^-(20) Tj-^l b\-6]^ i ^sf 

^iL-I- ^l^M^r ^°-3>|, ^2^1 ^7l 511^1^ (initial ranging)^: 
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^«3§Kn, CDMA ol-g-^b ^7}^°_S. ^7}^ (periodic ranging) 

<80> 3fl<?l^ ^KS30)7} ^rSS]^, 7}<£x\ i&IKlO)^ 7l*l^-(20) Zt$] 

^ 7]^ 7]^] igsfro] ^^tKS40). 7] 

^°11 tfl*r H^l 7lx]^-o^ 7>^x r ^^(Certificate)* °l-g- 

§H 7>^7} Sl^l ^r«^(S50). 

^, #w 7i^i^ -a^^a ^^(cd^ Bsflsj ti^- 7ii- ^§>7i a 

«1H <£Jl21- 71 ^ ^ £rflfl*Hr ^^># ^^W(S60). 71-^x} ^(l 

0)^1 rfl*t HH fl33 ov^s]- 7 ] H-yfl ^^>7l- ^ 7lx]^(20)^ 7>^7> 

^r^(10)Sl MAC 711 # 7l^## ^Tj- ^ ^-^(870). n ^, 71*1^(2 

0)£r DHCP EE^r MIP ^§11 IP ^r^# 71-^7} ^^(20)^1 *H^§H IP 

^ ^r«JW(S80). 

<82> IP -*f<*|«K£r 7><9 7> ^^ItH ^r^o] BSfl^ ^1^§>71 ^ 

*IH ^(lO)^ 71^1^(20)^ ^y]^ s-^o. ^ofl ^ ^ o. ^ 

^ W(S90). 

IK 10, 20)^1 ^^1*1 ^Bl^fl^H ^tii^q- tis^H^s >H«1^-1- 

^>7l flSIH -fAj sfl^ esfl^ ^1o]b1# ^sSj-^irCll ^A*I Hefl^a 71 # 
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^5fl^ CflolBl* <y-S5]-§>7l 7l\^_^°^ H2fl^ ^jLiJ- ?1 7} # 

^itij^-g- EHflifl t'I^S o]^ §]- i_|o) 

^E]7fl^H A^til^ofl tfl«t E^jifl ^JlSl- 7l-<yx> ^r^ol ^rfji if-X|5l-ji 

<84> J£ 5^ IJ^Sl ^cfl aI^^oiia^ e^ <y-^.5j- 7l y o v 

PKM-REQ ^H^o] 7 ] o_^(Key Request) ^IH^I^ 4^^KS100). 

<86> ^7}*], E^Jfl 71, H2fl^l 71 ^^Jl, Esjjifl ^jLs} 71 

SACSecurity Assoc i at ion) 3. S^^3l, ©1 SA^ ^1^7} 7l^^ is}^ SA- 
ID(Security Associat ion-IDent i f icat ion)H SL^ 0 ! 91^. ^^Tfl^H ^Hl^M" 

asH?flis ^itil^^r ^>m-bi sa^ ^1 ^siH, ^ 

^1 ^^ft ^El^fliS ^itil^# xfl^Hr TEtW^ *>M-^1 SA ^iLS 7>*1 

31 &31, tL3.= 7fliH ^*li# ^1^^ ^r^-irS §1-M-^1 SA ^iL« 7>*1 

31 ^nV, o]-& ^B^fliH til tLS-^^^H ^itil^^l- ^ig^ SA7> A^g. ^ 

^^ 6 l7l ufl^-cfl ol s. 7fl rt A-^tili *>M-^1 SAfif ^5^31 
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ifl-BH, ^1 -S-^ *1M*H^ ^*l^r ^€ SA^l SA-ID7> 

s^-^o] ^o.^, £ 5ofl £X|s] H>^q- ^-o] n jgjty SA-ID^l Sfl^Rr Ssfl^ #3: 

51- 9]9\ ZLO\] V^S. ^^^r 7]*] ^-(20 HI 711 -S-^Rr ^ ^ ^ . 
<87> a-S}, 7>^7l- ^^(10)^1 7l*l ^"(20)^-5. 7^§Kr 7l MAC §11 

cHl^ HS}6]b12] nfli^|xl^i_E Tl^l^l (Primary Management Connect ion) -=r ^ ^3r 
Primary Management CID7f aH^^t. ol Primary Management CID^ 7]*} ^(20)°] 
7 r ^7f ^^(10)^1 s7l ^^^1 ^^r^r Ji^-§>711 ^Nl^Nr CID3.*1 &^~6r ^ 

<88> 71-^71- Tar^dO)^^ B-l ^El?fliH ^til^q- ti.S.H.7fl^iS ^itil^-g- EHfl^ 

<#3L3r 7l *§s$ ^ ^-wll# A^Rr Key Request ^r^l*r 7^1 ^-(20)^ ^ 

S Sfl^ 7 r ^7 r ^^(10)^1 X *1*11 BSfl^l ^Jisf 7KTEKJ1- ^ 7} 

^7} ^(10)S 71 -g- 1 ^ *)lX|xloi Key Reply *)H*1# ^ ^*r4(S110) . o] 
7 r ^7> ^(lon n SA# A^ r ^7l ufl^l 7lx ]^- (2 o)^ n SA# 

* 71 -g-^ nflA]*H S^-7>1^ *i4^Rr °1 «fl^ 71 -g-^ ^H^Sl MAC 

SU^Hl^r ^JLSr 7l# A^§r^ 7><y7> 10H1 7ll ^> ^§1R> §>S.S 

Key Request ^l^l^l^l MAC «H^°il Xff-Sl^^ Primary Management CIDIr nrflS ^ r 
-g-tbcf. ^IS.^1 7>^7> ir (10)°1 ^sl^l ^Hl?fliE A^til^q- ti^.H-7ll^S 
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<89> o]4\- 7]*\^°W ^«fl ^€ n SA^l x 1*1*11 SEfl^ ^J-Jisl- 71 

^^(10)^1 SHfl^ ^JlS}- Key Reply nfl *1 *1 # ^sfl 71*1^(2 

0)o.S.^- Bl ^-yfl«>7}P>x} Ee|3j ^ ^*fl -frs. ^1?1(TEK Active 

Lifetime) 0 ! £ 5^1 5.*!^ ^-o] a] ^t}(s120) . 

<90> n ^ 7]-^^} ^t(10)^ #<y&°l <?l^S>7fl B£fl^ ^ til ^# ^l^y>7l ^sfl 

TEK Grace Time# ^sl^f. o] TEK Grace Time^r °1 *H ¥>$J:^i 
«a-Jl5r ^-S^7l *H1 7>^7>} T=r^(10)°l SHfl^ ^JlSl- 7l ^A] 

# -ft-lHH^ 5l D lt4. ^, A^A ^r^r(lO)^: °1 TEK Grace Tirae^l ^¥ 

^Ml 5]Tg(S130) TEK Refresh Timeout ?1^(S140) . 7\^A 

(10) ^H^l^r TEK Refresh Timeout °l«flH# Eefl^ ^S^- 7l 4 V 

<9i> °l&ltr TEK Refresh Timeout °1 ^S(S140)S ^sfl 7V^x r ^^(10)^: 71^]^ 

(20) ^.S. H2fl^ ^JLSf 7] ^ ^-i3fl# 71 *1M*|°I Key Request *fl 

^tWSlSO). o] ttfl, ^^Sl^r Key Request *fl X\ a] ^ ^7) ^(SlOO) 
Hefl^l 7l# A^r^ Key Request nflX|>q^|- SA-ID, 

Primary Management CID ^-°] S-^QA. 
<92> A&AAS., SHll^ ^J-JlSl- 7l ^ ^yfl# A^Sf^ Key Reuqest *IM*1 
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1- T^ltt 7l*l^(20)£r -5-^" iflAl^lS.^ X+l S5fl«] ^JuS)- ?1 (TEK X+1 )# 

s§z>}5L o] HEfl^ #3:31- 7l# Key Reply *IM*H sfl 1 ^ 7]-^^} ^^(1 

0)5. *1^W-(S160). a) nfl, Key Reply ^H^l^l MAC ^l^oflS. #7l #7]1(S110) 
°1H 7l# ^fl^xt^ Key Reply MAC 

-g-*>^.^i Primary Management CID7> X^^JL, Key Request tfl*]*] ( S 150) 
SA-ID^M n°l7l nfl-g-°fl Key Reply ^H^Hlfe v}Q7\x]3^ n t£*H^ SA7]- 

n em ^>7l ^l ( SI 10 ^e] o] SA°fl^ 7lx|^o] x +l *I*1|5. ^ 
-y-JLSl- 7l(TEK x+ i)7> ^ti^tf. 

<93> n 7l-^x r ^^(lO)^ 71^1 ^-(20)^-5.^-e] x+l «1*115. ^€ Sefl^ 

SSl- 7l# Key Reply *)H^lS. -grflfl ^-x>n>^l- sfl^- x +i t^^sI Sefl^l 7l<sl 
-g*fl t>Jl Al^s]i4(S170). oj^W-E-l xfl^wK^ ^ ^}<>)^\^ x+l 

tti^Sl EHfla %ts.$\- ^1# 7>x1ji ^jr^t]-. olS.^, ^El 7fliB A-ltil^-q- ti. 

SH^Tx^ ^til^-g- EgflSl ^Jr^t 7^Al ^fl^ ^7>7l- 71S.51J1, 711^ 

< 94 > ^-71*1 ?J-ol ; IEEE 802.16 MAN ^^fl^ ?J-^ ^cfl 

Al^BflollA-1 X]^S>^ E5fl4fl ^JrJrL 7 1 7$X\S}7] flSflA^ 7^7} ^(10)^1 7l 

7l ^-(20)^.5. ?i^Rr 264°1H^ Key Request ^H*!^ 7]x] ^(20) °1 7>^7> ^ 
1f(10)5- Ti^Rr ^rfl 84yHlS5l Key Reply *1M*17} A>-g-sl^ ; ^^-^o.^., H 

Efl^l <#3Ll% tV^1# ^fr 71 ^A] « 7 }<$*} ^(10)^ 7^1 
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^-(20) 7141 %■ lioyj-^imsi a] jl u)i a] 7]- A>-g-s]c}-. 

£ 6^ 12*1^ <1 ^tfl o]B^ Al^efl^A] 4^0] 7>^^> ^r^3f 7lx]^ 

£ 6°T| i&lKlO-l, 10-2, 10-3, — , 10-z)§^ 71^1^(20)^-5.^-^1 

^>M-^1 ^H^r ^Hl^fl^H A|tili ^<H«r H5.= 4l7^H T^l^H ^fl a]}^^- 

-H $1^ ^r^-i: 0 !^ . <^7]A, §}i4°) ^Ei^il^H *l a l^M- tf_s.H-41^m 7-1 til ^71- 

n *i*l| SAA $1^-2- 7Hj^T. 

°H 3|S 71 ^jAj ^ ol^o^ 71 7^a] ^xj^g- 7]5\ A^L^t 711- ^-^11 

2.€- ^^§(10-1, 10-2, 10-3, 10-z)4H zi-z}- i^w-^o^. 7l^j-s>ji ^ 

^r°A^i TEK Grace Time4l TEK Refresh Timeout ^wfl^l- ^^37 f o]^ts\- 

TEK Refresh Timeout 41 AA n SA^ 7l# 73A]ia>7l ^§fl 

*1 2.€- ^tf(10-l, 10-2, 10-3, — , 10-z)°l Key Request 41 >M xl # z|zv 7lxl^ 
(20) ^.S. ^^^cKS150-l, S150-2, S150-3, S150-z). 

<>1 nfl, 2.^ Tct^rClO-l, 10-2, 10-3, — , 10-z)#^l n *I*11 SA41 ^fl^Kr 
TEK Grace Time *131°1 tS-IJ^M 3.^. ^^(10-1, 10-2, 10-3, — , 10-z)3. 

^-Bj^l Key Request 4Hxl#o| 7\Si\ ^ ^THl 7] A ^(20) 7i^€T4. °1 nfl 
£€■ ^^(lO-l, 10-2, 10-3, — , 10-z) 6 l 7^§Kr Key Request w|M*H^ fto] 
n°d SA-ID7> S^lr}. ^l 1 ?]-, °] Key Request 4H*l5l mc siflcH^ ^r^^l S 
71 ^ A l 7lxl-^-o.s.^. e-1 ^r^:^>4 Jl-B-§>711 AS. A^ Primary 

Management CID7> Aj-g-sjt]-. 
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<99 > 0)9}- y^o) t z7 flo| ^(lo-l, 10-2, 10-3, — , 10-zH €*fl *1 «1 i# «>J1 

^^«l-7l ^«1H ^<H«r ^l^r^l ^f^ ^ ^1^1^^- 26 x z 

<ioo> i^-g-, z/fls] TEt^dO-l, 10-2, 10-3, 10-z)S.^-B] n SA^l Hefl^ 

<#Jl§1- 7l ^a] ^ *IM*1# zi-zv 7lxl^-(20)^r n SA^l Beflsj # 

3:3)- 7l# 73 a} -g-rf- n SA7> Key Reply ^H^-i- S. 

^^(10-1, 10-2, 10-3, 10-z)^l7ll ^^*t^(S160-l, S160-2, 

S160-3, S160-z). iifl ^^§Kr Key Reply ^Hx]*! MAC sll^^l^r AA$\ 

^^(lO-l, 10-2, 10-3, — , 10-z)<M Primary Management CID7> 

A>-g-Elrf. 71^1^(20)^ ^ ^B]7fl^S ^til^q- ti S £ 7 flAE x|til^-g- SEfld 

^1^- 7l# ^-yfl§>7l ^sflA^ ^^(lO-l, 10-2, 10-3, — , 10-z)ofl7ll 

°1 Key Reply *flxlxl# ^^fl°> §r7l Bfl-g-ofl X| ^fl^ 84 x z H r °lH7l- 

i&lKlO-l, 10-2, 10-3, — , 10-z)^r ¥<H?r ^\A^ S2fl^ ^JLSr 7l# 71^]^ 

^M", ¥^^r SHfl^ ^JLS} 711- 73^*1-^1 $1°]*] S.€r ^^(10-1, 10-2, 10- 
3, — , 10-z)^l AA -MJ-i: §}JL, °]°\] cfl^t -g-^^-S 71x1^(20)^1 S.€- # 

^(10-1, 10-2, 10-3, 10-z)ofl>H Ull 0 ! 7^ a] si Ejfld ^JLS} 7l# ^flSRr 
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1- 7 3^1§RrCll % HOXz H><»1H7> °l^r -f^l ^fl^^ ^iJl 

o] 2.^- ^^(lO-l, 10-2, 10-3, lO-z)^ sH 1 ^- ^til^^ e^js <#s.i>\- 7] 73 

-ft-T^M £.^sr}jL, 0} £_p$6]] tfl*H 71^1 ^-(20)<^1 3.^ ^^(lO-l, 10-2, 

10-3, 10-z)<M AA ^fl^Rr ?A£r Q^e) ^o]) ^-^i ^fl^o) a]jt 

7 A°]Jl, 71x1^(20)^1 Ir^Att ^Sl^# °>7l§>ir %.o] 

<103> ^^M, ^*\°\}°\]*]^ 4>7l f ^1^ fSfl^^M ^ Sfl , 7^1 ^oj 

7KJ*> TEt^^lTll ^-^lltb ^Bl^fl^S Altij^u)- tL^H.7lliS A-ltil^-g- H. 

Efl^a 71 71- VV£.S\7] 7lXl^-o] sflTg- Ai«l^^ ^$\& 7] # 7^ 

yfl^Kr ^8 O-S. *M=K 

<]04> o]^- 71^1^^ £ 7<=>11 £^1^1 ^>o] ^ t^o] ^Ajoilofl ttj-el- ^ 

<105> £ 7^ #^^1 K)-^ ^ ^tfl ^iBl^l AliBfl^A^ EE|d OT- 

31S1- 7l ^ A] °- ^1*1- ol-Jr sj-^ PKM 4-51-^1 £-g- M-Bf'd ElH^-.|- *V 
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<106> °l^*r PKM -4^1^ Bfl^l-oll^ M&B(Multicast & Broadcast) TEK Grace 

Time°l ^7>£H , o]^^- m&b TEK Grace Time^ 7l*l^-<>l iflJf^o^ x\^S\-5L $X 

# ^Mtr^. °1 M&B TEK Grace Time^ ^^1 Sefl^ ^Isj- 7]7> ^}S.Z\7) *[°\} 
^-l^f^r^r ^l^* ^ n] ^ TEK Grace TimeiL^f €■ ^ 71-7} o) 3. 
°l-^S.^r, ^Et^^l^i TEK Grace Time^l ^ sfl 7^1 ^0.5. ?1 Pfl 

*l*l7> ^i^£]7l ;*H1 7lxl^-ollA] §fl^ A^til^ofl tfl^ Eefls] ol-S^- ^A]^ 
<107> £ 8^ ^ 7-111 ^AHloU ^LA} ^cfl ojBl^l Al^^oflAlol EeflJfl 

<£3L~$\- 71 « 0 >^^1 Jl^-:£<>1i}. 
<108> £ 8^: ^S^r 1 ^, ^71 71-^7} ^rlf^i <y*l^l ^E^ll^H A|til^i^- ti.S-H.7fl 

01 ^_£L*t ^Sl- ?]f ^fl^}^ ^cf. ojcq. 7>^7> T^ol 71^ 

°-5.^-B| ^Hl^o) Eeflsl oJ^S)- 7l# ^yfl«>ir 3f^(S200, S210)^ 

£ 5# %^§r°i ii^^r 7f^7 r ^^3-^1 3^ Ssfl^ ^Jls)- 7l ^ ^-yfl 

(S100, S110)2f §1-5.5. <*|7HH^ -SJ-Afl^ ^g^t}. 
<109> ol^l- ^-o^ 7}<$*} i£^7)7} 7l7l^\0^fBl n SA°fl tfl 3fl x 

^tr «fl^- A|tilioi Ejflsi ovjrsj. 7l7> 5E*r^J Key Reply ^a1^>^ itflJf 
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B\ X ifl^S] ^ -B-S. ^1^1 ^f£lJi(S220), o] -fj-s. a]^ 

Esfls| *r-§-W. 

<110> Sfl^ A-]til^ HEflSj ^o]Bl# 0>^§>7ll 7l^o] 7>^^> 

<in> ^-SlM-, ^^^1 ^HHH^ 51 5lr t2s}^ -M^^r w>£r ^°1 H 

ifir^SI -r-^i ^tfl ^Ei^l *1 °fl *1 *1 ^ 71-^xl- T=t^o] TEK Grace time°T| £l*r B. 

EflS] <£JT5|- 71 7^0. -oig-^l £>51, 71^1^0] gflig- A^ti^ SE|Sj ?1# 

ti^ M&B TEK Grace Time sJ-Sf^l ^ ■& ?tsl*>Jl $1^, llEl^T^E A| «1 

ii4 aSH^fliS A^l^ifs. o] m&B TEK Grace Time ^1^°1 *1 ^ ^(S230) , 7l 
M&B TEK Refresh Timeout ^l^Sl- !HM ?1 ( S240 ) . 71*1^- i^^-ofli-. o] 
sift M&B TEK Refresh Timeout °l>tilB€- ^r*$lk Heflsl 9} ^ 0 >Bfl ^xioj ± 

SB^IHS $1^. ^^H, 71^1^-^ ^1^*1- m&B TEK Refresh Timeout °1 

i^lSS. ^1 Sfl SHfl^l ^SS]- 7l -^J-Hfl u]X\^r fj| ^Bl^T^E A| til 7^ ^.5-51711^ 
m 7^ til ^-g- Ejj]^ cl-Jr^ 7l# Afl^-Tll ^Al^l-Tll ^Cf . oj nfl ^sfl^ 

^JlsI- 71-b x+1 *I*11 Sefl^l ^JiS]- ?l7> sltf. 

<H2> n ^f, 71^1^^ ^r^^Til n ti]^ SA°il rflsfl ^A]^ x+1 ti^ EHflS] 

7l# X^r^^r Key Reply *1H^1# ^^*r^-(S250) . 
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<113> 7)*}^°_S-if-B] SjflS ov 1§ ]. ^^-^j- Key Reply nlH^lS 

^r^l^b 7}°^A ^5l§>JL $I^r TEK Grace Time°l ^^j-^l <g?\) 

€^f. ^, ^E]7fl^S ^til^-q- H.^.H.7fliS *\ til i# 7\] ^^^r 7}<$*} ^^^r 
-^M^fl^S ^tij^S} g;^ A^til^^l tfl^ ^-Tf*!; EHfld <y-JlSl- 71 

<ii4> ©I f _ 7}<^r ^1^1 x+ i ^fls. 7l# Key Reply *jl 

^Sfl 7lx]^0_JL^-B^ ^tffl Sfl^ x+1 E2fl4fl ^Jr^ 7} ^ 

^1 -H-JL ^m^l ^€^(S260). o]^L«-Ei 7><ax|- 71^]^^ *fl^«K£r ^ 

o] ofl tflSfl x+1 ^fl^l Eglsj oJ-JlSj- 7l# 7l-x]j7 oj-s^- ^ 

<H5> *b^, 7lx] ^-o] 7]-^^} Tar^S. ^l^Rr Key Reply *JM*l£] MAC s)l^°ll^r 

ti.S.= ?fl^H CID7> A>-g-^ , ^ ttjo] Key Reply ^Ajxls. ^itil^# ^ 

*3§Rr S.e ^^^711 ^a]^ S2fl^ ^^Sl- 7l# y.S.H.7fl^S ?1 ^ ^(Broadcast 
Connection)^- ^sfl It^^ ^ $1^. ^-§1 , tLS^fliH ^ 

sfl ^l^r^ Key Reply *)H^H S-^Q S£fl^ ^Jls}- 7}7\ o]xt]^\- ^E^fliH *| 
ti]i c!]o]e]# ^JlS^]-^! ^-S-^r Hefl^ ^JlS)- 7l£l*l <=>]it)-5l H.S^-7fl^ 

S ^He^-I- ^jLS^Hr^l Eiiflsj 7l^lx]# ^^fl^ 

§Rr^l, °l^r Key Reply *1H^H1 5.^$. SAS] ^^a}^ SA-IDS. ^^^1^-. <W 
#<H, £ 8°1H 7l *1 ^ O-S^fBl 7^x\b\o] ^-iafliq^ Key Reply *IH*H1 x+1 
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Ej|a <y-3isj- 711- ^^l^M ^i-g-^cf. 

<116> ^ 7l , ^E]?fl^H A^l^-L| tL3-^7fl^H ^ti^-g- E^ifl <y-S5]- 7l# 7} 

xl^-o] * r *fl^_os. y 0 v ^HH Key Reply *1H*1^ ^ rfl 55«MH 

<117> £ 9~ ^ ^1 1 -*UH°fl Jf^ «ltfl o]Bl^l A] ^ o]j A-| 7>^7l- 

t^^o] 7l*l^-o] ^A]^ tL^.H.T'fliH T^^^g- S-sfl *)^^- 7^A]sl S2fl^ <#JL 

SI- 7)7} Key Reply nfl >M 7] # ^wj-s^ ^a]^ ^S>5g# 7§^o\) oio^ 

<118> 7}^7} T^^a] ^BlT-fl^H -*-| til tLS.H.7lliH ^til^oll tfl^ HHfl^ <g 

7l# J^S. ^-yfl^^r ^^(S200, S210)Y^i , ^l^l^^l^i M&B TEK 

Grace Time^l *]^g\o] y}^]^^]^] * r ^o_S. HEfl^ °^S.^ 7]% ^a}^ 7}<$7} 
tLS.H-7fl^H ?1^M ^Sfl ^§Kr ^(S220 ~ S250)^r ^Sfl 7}<%*} 
71^1 ^oll o)§H 7^ A] ^ BEgfl^ ^S)- 71 # ^-yflwl-711 7}^ 7} 

xi\)X\x]^ 7]7]^o_S.lf-B\ 7^2\SLS. ^^}7] 7§^. ! z> til 

S^S. SHfls <£S.^ 7}^t ^-nfl^l ^ ^r^^r £ 1# fr^r ^ 

°1 7><y 7> 1=3:^ 711^ j^S. Heflsl <#JL5}- 7l# 73 a] o_|§H 7lxl^o_s.^-Ei 
^■yfl^ Tl^lcf. a, *}^^74SLS- S£flsj <£Jl3|- 7l# ^-yfl^rxl 7 > 

^t>> ^-i-^ ^^-^^.S. ^^ji $1^ TEK Grace Time^l ^^Ml ^3i(S270), 
°1 TEK Grace Time^l ^^Kr ^Ik^^r Hefl^l ^S^- 7l 4 v ^fl ^^1 TEK 
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Refresh Timeout <*lifflm7 r ^ *M=KS280) . ^l^tt <>lifflm5. *l«fl til o_s. 
Ssfl^j 7l# £r*im*l ^ 7}^ 7} x}-g- ^7]*] HEfls| oT-jrjr}. 

# 7lx]^-o.S -fi-^^(S285). 71^7} ^2 Sefl^ <#JLil- 7l ^ 

tifl H^r^r ^^§1-711 Key Request ^H^l^r Key Reply *IH*111- Primary Management 
Connection^: ^ 7}*\^3± 3Z&^r°.S.*] SHfl^ <#S.^- 7l ^a]^ £hs.§>7ll ^ 
(S285, S290). ^1 -f , x «l*ll ^Jls} 7l^ -frs. ^l^l ^5.51 ^. sfl^ x+1 

ejfl^ «y-Ji5|- -B-S. ^l^-€i=r(S295). ^l^f^l 

Sfl 1 ^ ^ti^ ^M^fe- X+1 S5fl4fl ^Jr^ oil o}§fl ^-^Sf^cf. 

<119> £ 10^ Ik^Z) A]^^lollA] 

<120> £ 10°fl £^1^1 71-^71- ifl^C. 100-1, 100-2, 100-3, 100-z)^ «>^-^ ^ 

^717^ ^El^fl^H <*i til 7^-4 ti.S-^7fl^H ^ til 7^7} n SA^l- ^t^^l^ 

<121> c>l xcfl ? 7l7l^-(200)^ ^Bl^fliH 7-ltil7^u(- tiS-^flT^E A-} til i-g- EH|]d 

M&B TEK Grace Tirne^ ^^Jl 9l^tf\ , °1 M&B TEK Grace Time ^l^l M&B TEK 
Refresh Timeout °MH7 r Ir^*!^. 

<i22> olsl*t M&B TEK Refresh Timeout lH§°-5. ^1 sfl 71x1^(200)^ sfl 1 ^ 

A-ltil^-g- Eefl3fl ^Jlj]- ^.g. 7 r ^o_S. ^ a] §1-ji o]^. s.^. 7>^7 r 100-1, 

100-34 



100-2, 100-3, — , lOO-z)^^^ *>M-^1 Key Reply *fl ^ *1 •& tLS.H-?fl^H 7^*1 
* ^^-S^ B5fl^ #3LS\- 7l# ^-yfl^b^-(S250-l, S250-2, S250-3, — , 

S250-z). °1 nil 71^1 ■^■ofl^ ^^Kr Key Reply ^H^l^l MAC §11 o\} ^ SL^ 7}<$ 
i&^KlOO-l, 100-2, 100-3, — , 100-z ) °fl Tfl *1«H 91^ 2L£±B.7§^ 

H CID7> Af-g-^rf. 

<123> 4*4^, £ *fll ^HH ^ y o V ^=HH 7lxl^-(200)^>l ^ ^H]7fl 

(100-1, 100-2, 100-3, — , 100-z ) ^ 711 ^sfl^i *fl \£ ^^HH 

§>^r ^ 55Ul- 0 lS^ Iv^T} . °H tilSfl, ^5fl 7j-^X> ^(100-1, 

100-2, 100-3, — , 100-z) «1 ^?fliS ^Hl^i-I- tL^-H^iS. ^i«l^-g- SHfl^ 
<y-jLSl- 7] ^ A}^ A]^S>^ tg-A]ollA^ z7 fl^ 7>°jx} t^^C 100-1, 100-2, 100-3, 
— , 100-z) °1 Sefl^ 7l# 7^A]gl-i-tll f 110 x z wM^s] a]jt ^HM 

71^1^(200) 1- ^5fl 71-^7} i&lK 100-1, 100-2, 100-3, 100- 

z)°] Sefl^ ^S.^- 71 7^ a] ^- Al ^75}^ «<HHH^ *1 ^TlcHi mac «fl^ 

y>Jl $l^r 71-^7} t^^C 100-1, 100-2, 100-3, — , 100-zH>fl Sefl^ ^Jisj- 7l# 

<124> £ 11^ afll ^A]ofl6fl XZ\-^ A| ^tfl OjBl^l Al^BjoHA|o) Egfl 
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*m S^flsj ^ss}- 711- ^JL^^ ^ 7]?}°) 3M1-& i§^sfl iS|M -i- <>1 1} . 

7l# 7><g 7} 100)^1 ^rflfl^ ¥ ^SLS. ^si\*t 

3XA. *>M"^r 7\ a ^A ^^(100)^1 ^E]7fl^E ^^14 tL^.3E.7fl 

Hi §>M-^r 3. ^ 71^1^(200)01 Sfl^ X\ til i-g. ^1^W>J1 7^7} 

(100-1, 100-2, 100-3, — , 100-z)^l7ll sfl 1 ^ Sefl^ ^JlS]- 7l# ^a] 

<126> °1 Bfl 71^1-^(200)^1^ &Hfl*Hr BHfl^ <£JlS|- 7l^r ^ ^ ?1 « *l~g-«r^ 3- 

DES(Data Encryption Standard) ^^l 0 ! 1 --!" AES( Advanced Encryption Standard) 
9\ ^Jisl^^; al-g-SH ^JlsI-sH 7>^ x r ^^(100)^1711 ^df€4. 

<127> ^SSj-sl QS.^ 711- ^S^t 7>^7> cl^dOO)^ Pi si ^-ft-^r 

¥ 7flsl <y^7l# *r-g-*r^ ^-SSflAi ^^l^^l Beflsj ^jLSf 7l# ^A] y A°] 

Cf. S5fl^ ^51- 71^1 Xl^^o] J^oKg- -^-71 §1-71 71-^7} ^-^(100)^ 

4^ Sefl^ ^Sl- 71 ^a) sf^ozf 71x1^(200)^1 ^HH^ Seflsl 

71 7^ a] ^ofl tcl-el- esflsl oj-JisI- 71 S ^Sl-^t-11 A>^-5lolxl^ ole^s-ol 

^r^i-^sm-. 

<i28> ^7-1, 7i-^7 r ^^(100)^1 §11^- A^iioj ^jis]- 7H1 cfltb ^-yfll- 

o_^*v uflc-TI^ 7>^7> t=1 Til (100)^1 Key Request *)H*1# 7l*| ^(200)^-S Td^r 
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JL, 7lX]^(200)^ OH tfl^; nj)A]*l3.#| ^X}^ EEfl^ ?1 # 3.^^ 

Key Reply i*IW*l# 7}^^} #11(100)3. °1 ^-f Key Request ^^1^1^- 

Key Reply t»IM*|fe 7] *1 ^-(200)2}- ^r 1 -!^ 7 r «y* r i&lKlOO)^ JH^^ §>7l wfl-g- 
°ll MAC sll^^l CID Primary Management CID# ^h-g-fr 1 ^. ^, 7> , 9*} 

(100) SI *}tt *fl^iSl Primary Management Connect ion# ^f-Sfl ^r^l SHfl^ 

7l^r sfl^- 7l^x> 100)3}- 71*1^- (200) ^Ji $I^r A r -fM (Pr ivate 

Key)# -f^ll ^Jl^s! <H ©1 nfl aH*-^ sfl^- 7 BJ*> ^(100)^1 °I«§^1 

(AK)S-^-B] ^^xl KEKCKey Encryption Key)# ^-g-^cf. 128«1 HSi KEK7]- 
Primary Management CID# ^]-§-*H ^fl^l^r HHfl^ ^SSj- 7l# 3-DES ^ 

cl29> Cf-g-, 71X]^(200)^1 7}^X]0_5. EEfld <y-S5f ^ # ^Aj^Jl 7>^7>> 

(100-1, 100-2, 100-3, — , lOO-z) 0 ^ ^ll^Rr ^ofl Key 

Reply ^1 ol-8-*H S«fl^ 7l# ^W-. °1 ^-f Key Reply *1M 

7lxl^(200)°H^i Sfl 1 ^ ^itil^# ^^(100-1, 100-2, 

100-3, — , 100-z) <M ^^5l°> *>7l nfl^-ofl MAC CIDSiMl Broadcast CID# 

Al-g-^-. sfl^" ^til^^ EH)]ia 7l# Broadcast Connection^ ^sfl 

§1-71 ufl-g-ofl 71^1 ^-(200)3f 100-1, 100-2, 100-3, 100-z) A r°l^ ¥^tr 

*Kr?l# 71-xIji 01 oj-^g). #3: 3^ ^ ^cf. neiS-S, °1 

ololA-1 Al-f r 7l# A>-g-§l-xl <gjl 7lxl^(200)2f «fl^ ^1^* ^l^w>Jl SU^r 2-€- 

7h^7> #^(100-1, 100-2, 100-3, — , 100-z) a>o]o) ^-g-7l# 7 r *lJI Hsfl^ 
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<y-3lSl- ^1 (Old distributed TEK)^r °lsl*r AA^- A^fr ^-%-^^A. 

7l)iE a-| ti] i^j-r}- iE*t ^ai^o^ni 7}| 1 § ; 5]^I ^l^Hl ^-yfl^^j!:^ 

64tilS^i SHflsj ^JlS}- 71 7} Broadcast CIDS *l~g-^M ^fl£]^r Esflsj ^1^- 
7l# 3-DES ^^HM- AES AA$\ ^Jiel^i^S. ^S^-sfirCil A°]A ^717} 
€^f. 3-DES H o v ^HH ^ 7fl^ <y^7l^ oj^ofl ^-yfly>o^ 64 til S ^ ^efl^ oj-jr 
5r 71 7]- ^ # A}-g-s|^ AES ^^l^^l ^^7lfe o]xloil ^-yfl^l-^ci 64U1 

S^l SHflSl ^JlS]- 7l# ^f- A <g^§H ^r}. 

d30> AAA, 71^1^(200)^ 7}^A ^r^rdOO)^ _8_^|o_5. llBl^S A]til^q- 

HS-i^^s ^-itil^-g- SJfl^ AS. A 71 7^ a] ^ ^-yfl^ hH seflsl ^SSf 

71^ KEK# <y-S5l-§>3l ^1# Primary Management CID# ^-g-§>&| 7 \ 

<$A AA(ioo)^}A) *I^H, 7ixi^(2oo) ^1-xi^o.s. nA A*}^ HHfl?! AS. 
A 71 AA A ^A ^^}A AAA ssfl^ <£3ls|- 7l^r ol^i^l AA A*}^-%-°- 

S. A A 3AAA SHfl^ A3lA 711- ^AS. «H ^^5f*r°i 0 1# Broacast CID# 
A>-g-S>c^ 5.-6 ^^(lOO-l, 100-2, 100-3, 100-z)^7ll ^tr^f. ^A, A°J 

A ^iKlOO)^ Primary Management CID# A^rA Key Reply ^H^ll- ^«ll ^$\A 

AS.A 7l# AAAAAA KEK# °l-g-*M EHfl^ As.A 7l# 4JL§Ka, 

Broadcast CIDl- A-&A Key Reply ^H^ll- ^fl Sefl^l ^JLSl- 7l# Sl^^SJrT} 
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^ sfl 1 ^ ^itil^-g-o_s. °lx\d\] Eefl?j Qzlj^ 71 (Old distributed TEK) 

<131> oj.^^. 7lS*K£ Tfl^^^S. Ji^bi: -B-^1§>J1 71x1^(200)^- 

Broadcast Connection^: ^«fl Hsfl^ ^Ss]- 7l# ^fli£ 

<i32> ^Jf^ S 1 ^^: % v ^*r°i Ib^^l *(|2 ^Al^l^l ^-^d ^tfl 9l^\ 

^ Ali^oflAio] e^s] oj-^Sj- 71 ^Bl ^ofl cflSflA-1 AJ- Afl §1-711 ^ *tl} . 
<133> £ 12^r ^^l ^12 ^^l^Hl tC|-€- "T^ ^tfl o]E-l^l Al^BfloHA-^o) ^efl 

<i34> £ 12# ^a*!-^, 71-^xi- i^irdoo) 0 ! ^^i^i ^ei^ii^e >H til ^q- h. 

SH^U^E *| til ^l^^>7l Ti^l Bflig- 7-^]^ EEflSj r-llo]E-l# 

^-Ss-l-^r-11 Hefl^ ^SS]- 7l# ^uflig-ol-o) ojs]- ^o] 7l-<y7 r 

(100)^1 7l7l^-(200)^-S^-Bl SH^- A-^tili^ <y-jL5} 711- ^-Ufl^-ir 

^(S300, S310)£r 5- 5# #2:§>^i -M^^l- 7>^7> ^^(100)^1 HHfl^ 
SJ- 71 ^ ^-tifl ^(SlOO, SllO)^ ^-aslES. <^7HH-^ ^ 

5f*l-rl-. ne-m, ol xifl 7]7l ^-(200)^.5.^-^ 7^x} ^^(100)5. 7^£l~ Key 
Reply nllAlxloili- HHfl^ ^s.^- 7l# <y-S5]-§l-7l ^slH GKEK( Group Key 

Encryption Key)7> S^r^H 01 1}-. ^ 7 ]a| GKEK^r 7>^7> ^ ^ ( 100 ) ^ 7]*}^r 

(200)^1 ^lsl ^^-«t 7>^7> ^^(100)^1 ^#713. ^>3lSl-5l^ ^Bl7fli 
j= Altil^-uj- H.S.H.7ll7^E A} ti] ^ ofl 7.-1 n> ^ o] ^ j!}-^^ o] . 
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<135> o]9}. Qo] i 7}^7} t^^(ioo)c>1 71*1 ■^■(200)^.5.^-^1 n *m SA°fl tflsfl x «I 

*fl5. Ajxj^. sfl 1 ^ A-^til^o] egfljfl ^Jr^r 717]. s.^^ Key Reply ^r^l^> 

uflJfBl ^^(100)5] x SHfl?j °j-l2} 7^ xj^ -frjL A^o] 

(S320), <>1 -frJL ^m^<?l 7}^*} ^(100)^ Sfl^- ^1 ti] i# ^"Kg- tcfl x 
Eefls ^Jls]- 7l# 7>x1ji tfloiBll- Aj-g-^cf. 

<136> ^MS, Sfl^ Egfl^ tlM^S #<y&°l o>^§>7ll 7l*l^°l 7>^7> 

<137> ^Z-SlM-, ^- ^12 ^Al^loflA^ £ 5^ ^V^^l-c^ 43 t*)^ t^s]- ^>o] oj 

^^■y -r-^i ^tfl AliufloflA^^ 71-^xl- T=f^( 100)^1 TEK Grace time°fl $\ 

^ Ejfld O^-Jr^ ?1 ^ XI o. o.^-§l-xl 71X1^(200)^1 Sfl^ A^i OT- 

SS}- 711- ^7lxjo_S 7^x]sl-i^ £ 8 ifl*l £ 11^: f^sM ^111 's. A] 

*-A>§l-Xln> ; Tt-^o] ^2 ^Al^loflX-]^ ^1 ^Xl^oflXl J£ go. ^S].^ 4| 

*o^& w>5f ^^Ti M&B TEK Grace Time^ a]^-o.s. 7lxl^(200)°l HHfl^ 

<#3LS\- 71 ^x]^ x r ^o_5. -fr^^l £>ji, M&B TEK Grace Time^l a] ^ ^^-S. ^ 
^oMf^ 71 73x1 t^^o] Key Update Command *)1a1x1# A>-g-s><^ 7) 7gx\^- 
^3^4. °1 i, ^ 7-112 ^Al^loiix^ ^1 x]X|o}loiix^ v}$- 7 }*\g. 7]x] 

^■(200)^1 £ 7# -M^tr M&B TEK Grace Time ^ 

<)38> vc\-?}*} f ^- ^xl^o^x^ ^El^fl^^ x]til^u(- ti_S-^?flx,^ a] 
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til o] M&B TEK Grace Time^l ^1^-E|7l *H1 ^1^* 3. 

t^t^C 100-1, 100-2, 100-3, — , 100-z)°fl7fl ;fll«!^ % ^ Key Update 

Command *IM*1# ^^W(S330). *IM*1# ^f-SJH 7l *| -5*- (200) §11^ 

^ti^-i- ^l^wtir SL^ ^r^C 100-1, 100-2, 100-3, 100-z)«fl 7\] Hsfl^ 
711- ^SLS}-§>^rt-ll €-3-?r 20 tilo]_Eo^ QKEK1- ^11*^. 

<139> 7lx]^-(200)^ GKEK# ^^(100-1, 100-2, 100-3, — , 100-zHl 

711 ^fl^" nfl ^ ^°11 3^1*1 &S.^ §>7l 71^1^- ^ 

Key Update Command ^r^M^ yfl 1 !!^ ^^^h 

<140> ^1-Sr^i, ^71 ^7ll(S330)^l^i 7l^^(200)^l>| 7>^x> letlK 100-1, 100-2, 

100-3, 100-z)S. ^^Sl^r Key Update Command »IH*l3] MAC sflcHlfe 

91 71^x1- M-B}-vH7l Primary Management CID7 r A}-g-£| JL, GKEK^r ■sfl^ 

7>^7} TEt^dOO-l, 100-2, 100-3, — , lOO-z)^}- $I^r 9l^^]9l AK# 7} 

<£r5:sl-SH ^l^^m-. <s] ^, llB^flTxE. ^ til ja^-Hi^H A^l^ig 

S. °1 M& B TEK Grace Time 7-1 ^ o] £l^(S340) 7lX|^(200)^ M&B TEK Refresh 
Timeout °1»]1H# ^t>] ^1 uf(S350) . a^H^S. ^}%7}^]S., 7l*|-^(200) ^fl^l 
°l5ltr M&B TEK Refresh Timeout ^l^SS- <*r*$*t BHfl?j 7} ^^1 

<i4i> n^^H, 7lxl^-(200)^ ^le-i^ M&B TEK Refresh Timeout ^l^HS. °lSfl Hefl 

^ tl^- 7l -tfEfl ^X]-§- ^ TgEl^fl^H 7-1 til ti.S=7fl^H 71 til ^-g- Egfl 

Sl ^Sl- 7l# ^#711 ^A1§>711 51x4. °1 n E«fl5! <$S.$\- 7l^r x+1 
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<142> zl 3f-, 7lx]^-(200)^ 7\<&*\ 100-1, 100-2, 100-3, 100-z ) °11 7ll n 

*1*11 SA°fl tflsfl 7^a]s1 x +i <y-3i5l- 7l# X^r§Rr ^ ^ Key Update 

Command «r *H1 w^^^-S. ^^«b^(S360) . ^ , #7l ^Tfl (S360)°1H 

&lk( 100-1, 100-2, 100-3, 100-z)5. ^^fe Key Update Command nfl 

Broadcast Connection^: ^sfl , °1 «1M*1^ MAC ^} °\] ^ 

Broadcast CID7> Af-g^r}. a] nfl ^ S^sj <y-3:Sj- 7l^ ;*H1 

GKEKS tlSl-il ^ ^^^^f. 
<i43> o]2}. yio), GKEK^- Hsfl^ <y-JL3l 7141- a^-*r ¥ 7fls] Key Update Command 

s.^- ^]«r 7]-^7> ^^(100)^1^^ i^Y^^-S. ?l5lSr^ 9.1^ TEK 
Grace Time^l ^^r*l 'SMI ^S^f . 
<144 > o) ^ x tfUj] 71 -frjL ^l^t^l ^S-S] 1 ^ Sfl^ x+1 ^fl^l 

SJflSj <#Jl5l- 71^1 ^lafl -frjr Al^lol Al^-slrl-(S370). °1 ^Pf-B-] 7}<%*} ^ 
(100)^1- 71x1^(200)^ afl^^r Sfl^" Aitil^ cflo]Bloil tfl§fl x +l #^2) BBfl^j # 
7l# 7}*\5L ^S.^}^ ^l^r. 
<145> ^ Ml^^l ^12 ^Al^loflA-] x)lo]-§|-^ ^Bl7fl^S A4til^-q- tiSH?flil 

tfl^t SHflsj ^Jr^t 711- 7jAlsl-7l ^§1H Key Update Command ^Hr *IH*l-t- 
¥ ^ ^*r^-. -frJL Aj-g-si Egfljfl 711- <y-jL5} 

^r^r^il GKEK# ^rufl§>7l ^ ^ ^^.S., 71^1^(200)^ M&B TEK Grace Time 

X\Q o)^d\] sflig- A4til^# ^1^«>J1 5.^ 100-1, 100-2, 100-3, — , 
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100-z)ofl>fl 7fl^^ o_s. Primary Management Connect ion# ^Hfl AA ^^tr^f. °1 
ofl^l Key Update Command ^H*^ ^ cfl 50^°!^ H.7l# 7}*lcf. T^-g-^-b 7l*| 
^■(200)^1 i^Jf^^-S. ?tsl§r3i $.1^ Bfol^oi m&B TEK Grace Time Tq^ofl 7l*l^ 
(200 H H.€- ^r^C 100-1, 100-2, 100-3, — , lOO-z)^^ ^f-B- frS. *1*H?-S]: A f-§- 
€ S2fl^ ^Jisj- 7l# *r Key Update Command ^H^l-H tLS^fliH Tl^l^ 

€■ ^Sfl «cM^°-5- ^ti^h <»1 nfl Ej|jfl 7l7> Key Update 

Command ^H^l^ ^ tfl 50t>r°lH 3.71 # 7]-^lcf. 
<i46> £ 13^ ^ *|)2 n^-s. ^ tfrfl o]E^ Al^^floflA-] 

71^7} 71^1^ #3] SEfl^ ^JlSj- 71 ^ A] ^Trolrl-. 

<147> £ 13^1 H^IS 7><a7> t^QOO-I, 100-2, 100-3, 100-z)^ *>i-f^l ^ 

<g«l TgEl^fl^H 7-1 ti] ^-uf tLS.H.7fl^H 7-1 ti] i|| *ll ^-t£ ji ^r^-irolcf . 

0171^1 sf-q-s) TgEl^fl^H 7-1 ti] tLS.^7fl^H 7^| til ^7> n SA^f ^r^^H 

<148> o] TJfl, 7l^l^-(200)^ ^Bl^fliH 74til^q- }±SH7lliE 7] ^-g- Egflq 

^Sl- 7l# X r x^O.S. 7>jAl§l-7l ^«1H iflJf^O.^ £ 7^7-1 Hl-Sq- ^Ol 

M&B TEK Grace Time# ?lsl§r3l 9X^} , °1 M&B TEK Grace Time ^1^ 7]x] 
^-(200)^ 2.€- 7>^7} t^^C 100-1, 100-2, 100-3, — , 100-z) ^r^Hl/ll Primary 
Management Connect ion^: ^sfl ^ ifl^ Key Update Command^ ^-et E?fl 

^ •y-Jl^l- 7l# oj-^^j-i-c-ll ^-Mt GKEK# £^11 W-(S330-1, S330-2, S330-3, — , 
S330-z). ufl, 7lxl^-(200)^ GKEK# ^fl^M 3l«lH Key Update Command *IM 
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*1# 7]*} ^-(200)^1 ^}7} ^7lx] 

5+ A 1, °1 ^ ^l^^l^ Key Update Command ^1 7}y<\$\ MAC «H^°ll^ Primary 
Management CID7> Af-g^r}. 

<149> o] «L f m&B TEK Grace Time S] 1 ^, 7] ^ ( 200 ) °il *\ M&B TEK Refresh 

Timeout <>ltfflH7l- ^r^*t^. °l^?r M&B TEK Refresh Timeout ^o.^. 91 

§11 7lx]^-(200)^ ^ *\ ti] i-g- Hjfl5j <£jrs)- 7 ]t 7}^o_S ^Aj§j-jL o]^- 

^^(lOO-l, 100-2, 100-3, 100-z)^7ll ^- Key Update Command nfl 

Broadcast Connection^: ^sfl ^l^fr^-S-^ Hefl^ ^Jis-l- 7]# ^-yfl*!:^ 
(S360-1, S360-2, S360-3, S360-z). ufl 7] X| 5f ( 200 ) <>iH ^l^Rr Key 

Update Command ^H^S] MAC «H^^l^r 7>^x r 100-1, 100-2, 100-3, 

100-z)^l7ll tr^°fl *r 5U^r Broadcast CID7]- Af-g^i}. 

<iso> ofeM, ^ Ur^^l *fl2 ^jo^l ^ w 0 V^io1lA^ 7lx]^(200)ol ^ ^B]?fl 

^r^C 100-1, 100-2, 100-3, 100-z ) 7\] ^^}7] ^ §1H ^ 

7}-g-§}^ ^ t^I^II Key Update Command ^Hx]^ % 50x z ti^lS o") jl, ^ Key 

Update Command *fl 7} x] ^ 50 til-ol;E 7 j- jgtf. ^ Af-g-s]^ x\s_ 7}$)^ % (50x z 

+ 50) hHIH^I Ir^Kf. °H1 ti l«fl, ^efl 7><£|x r 100-1, 100-2, 100-3, 

o. Al2]-§l-ir ^^HH^ z7fl^] 7\^y\ TElifC 100-1, 100-2, 100-3, — , 100-zH H 
HflS] <y-3:Sr 7]% ^a]^^] f HO X z wHl^ii) a]s 7\%o] o_5]-t}. oji- 
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*\}2 ttj-^- h o V^]o] nfl-f JL^^ jic^t}. JE^-, 71^1^- (200) 

<g3MH ■& "fl, ^sfl 7>^7> 100-1, 100-2, 100-3, lOO-z) 6 ! 

SS]- 7] ^ ^l^Kr *9^HH^r ^ *r MAC °11 ^l^r «fl^ SA# ^ 

^l^wljL 7}<$x} 100-1, 100-2, 100-3, — , 100-z ) Til S£fl^ 

<151> £ 14^r ^^l *|)2 ^H<fl tq-S J*-*\ ^tfl ^iBl^l e gfl 

^ ^Sl- 71 ^Sl H 0 V ^°1H S^Sj 71 -g-#(Key Reply) nflX]^l^ 

<i52> £ 12^1 £^1€ ^1(S300, S310)°1H 7h<y* r ^^(100)^1 ll^im ^ 

iM- tLS-^fl^H Aialiofl cfl*!; 2^ Hefl^l 7l .2.3) *H ojofl cfl^i -g- 

tJ- nflAl^ls. 71^1^(200)^ Key Reply ^H*l# i&lK 100)5. ^l^^rT^- 

(S310). o] nfl Key Reply nflX|*H^ £ 14^1 S^l^l u}s>\- Qo] SHflsj ov^j]. ^ 

^^7l H&l ^l^Rr Key-Sequence-Number, sfl# SA^l ^l^r*?! 

SA-ID, ^fl^l S^sj ^Jls} 71 -frJL ^l^r^f Befl^ ^S]- 7l ^1^1 

-rrJL^r ^Jisl- 7l<4 sl^El sfel-^Bl^o] TEK-Parameters^f- o] Key 

Reply *l| 7l^# HMAC-Digest7> X^M. 

<153> £ 15^r £ 14*11 £^1€ HHfls] <y-sSr 7l 3)-Sr p l^(TEK-Parameters)# 
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<i54> £ 15# H5fl^ 7l 3}-5^nlBKTEK-Parameters)°11^ 

GKEK7]- Sfl-^m-. °] GKEK^r ^E]?fliB ^tij^u)- ;a SH-j^B ^til^^l^n} ^ 
S]5)^ Bj 3.*S| n# 71 ^3151- 7l (Group Key Encryption Key) 5-^ , SH^^Ml 

HHfl^ <#S.i\- 7l# <y-JL<5Rrr-ll 7HJI, o] GKEKS. 7}<$x} 

Cl00)efl>n ^-^fl*r ^1^71 (AK)S ^Jl^^ a| ^^^cf . 

<155> 5&tr, #3:3^ 7l(TEK)E Bsflsj ^JlS} 7l ^r^l ^ (TEK- 

ParametersHl S^r^H , Bsfl^ ^H^H ^sil-SV^tll ^A*V <y ^ ^ojrf. 7I 
^(200H SEfl^ ^JlS]- 7l# sfl^- ^ul^# ^l^ji 7h^x} ^(lOOHl 

711 ^^Ml ^^}7] Beflsj <y-S.5l- ?1 7} sfls. <#Jl3HH , 0} 

«11 *f-g-^ 71 7> GKEK^l^. aV^l, -fM?ll^B A-ltil^^- egfls] ^Jig} 7 m- ^ 
t|}-^*1 afll ^Xl^o^s?! Heflsl ^Jls} 7l^r KEKS. ^Jls^i}. 

<i56> Befl^s ^3151- 71 sfel-^lBKlEK-Parameters)^^ Bsfl^ ^J-JlSr 

7l -ft-S. ^l^r(Key-Lifetime), Esfl^ ^^51- 7l <H?I «iS(Key-Sequence-Number ) , 
SHflsj t-Ho]Ei# ^i-ssl-srr^r^l ^-S-tr 71 ^thi: CBCCCipher Block 

Chaining)-IV( Ini t ial izat ion Vector)7l- 

^.Si} GKEK^l- <y-^Sl- 7l^ ^Bl^fl^E Al til iPlc} HZ)3L tL^E-^fliH 

A^tiliP>rl- ^^i}. ^ ) ^El^fl^H 7,-1 til jL^E-ffliH 7-1 til ^# ^^JL 

$l^r 2-€- ^^(100-1, 100-2, 100-3, 100-z)^ ^'H*!: GKEK^f 
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^-fr^-Hr °1 ^fl^l GKEK^f S^jfl 7-1 ir 71^1^(200) 5E-^r <?1 

# A i tf) (AAA)°T| A 1 ^^§1-711 ^ o]e.^ ^til^ -£5]§Kr ^ 

ofl ^ ^-M, 3. ^^7V 7lxl^<H ^^-cil^ 71x1^(200)^1 GKEK-°+ S£fl^ 

<£JlS]- 7l# ^^s->Jl, o]<q. tiVtflS. t$ xl^ll^o] ^-fofl^ o]^ 7- ; |yl(AAA)7l- o] 71 

^ ^ . GKEK^ <H^w]5lS-1- -frjL ^l^r^r <y-5Lil- 7*l<3l <g^*l 

<i58> £ 16^ ^ Ur^^l ^12 |Alo|ofl n}^ ^x} ^tfl o]Bl^i Ai^^oiiA|sl sefl 

^ ^jLi]- 71 ^ Af-g-s]^ 7^ a] ^^(Key Update Command) nfl^l^l^l 

ifl^- st-^pjBl^ q-El-^ Ell °1 

<159> JE 16# ^S^r^, °1 Key Update Command nfl >M *1 ^ ^b^H^e 7^1^^ 

SE?liE ^i«l^ofl ttslH xj oi^l^ oil *| *1 °1 31 , t^sj. n] Bl jc^j- 

<160> ^7-1, Key Update Command ^r^lt ^ss]- 7l 

(TEK)Sf ^€ <y^7l ^1J:# 2]*l§Br Key-Sequence-Number Q sfl^ SA^l ^ 

SA-ID7> S^-^cf. 

<i6i> a*!:, Key Update Command tifl *1 *1 ^ £ 12°fl S^l^l Qo] ^Jff-7l- # 

^SH, oj-g. ^ig-gfl^ 7 i 2 H°J 71 ^t-1 s.H.(Key Push Modest 3L^-€*=K 

<162> 5E*h Key Update Command ^Hl 5 ! HMAC-Digest7> A>-g- 

°1 «fl ^#5)1°! ^(Replay Attack) "^l^l fl«fl ^1 ^^(Key 
Push Counter)7> X^^f. °1 ?1 T^Bl^r 7l xl ^ ( 200 ) °1 «fl^ H^fl^H 
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a^I^t^ tL§.H.7fliS >|til^P>r]- S. °) Key Update Command 

^1^11- «fl^>^- 1*! #7>a]^1 2taHEo] sfe^BHi}. 

<i63> a*!:, £ 15°1H TEK-Parameters^°l 5U , 7]^-^ 

^^r HMAC-Digest£ X^r^^. 

<164> ^S] , GKEK1- 7^Al§>7l ^Sfl^ Aitil^l- ^l^yl-Jl o|i^ ^(100- 

1, 100-2, 100-3, 100-z) ^-^-^711 ^*Rr ^ Key Update Command 

Eg)]^ 7l = 73A]S>7l sfl^- ^l^«ljl 2.€- ^ 

(100-1, 100-2, 100-3, 100-z)^l7ll tLSH.7fl^H ^^l^^- ^sfl ?§-X\ o\] x)^z>} 

^ ^ Key Update Command *1H^H1 5fs|fe 

<i65> ^, ^} *r ^fl Key Update Command nfM^H]^ TEK-Parametersir ^ 

^L^l-g- Key-Sequence-Number Q SA-ID^ Key Push Modest Key Push Counter 
H^\3L HMAC-Digest^ ^-f-°-S S^r^H . m]^, TEK-Parameters°ll S. 1 ^^ 

<H $l^r 31-51^^: ^6\)*] GKEK^ Ssfl^ 0 ^I^ ?l-g- Key-Sequence-Number 
^ ^*fl Key Update Command *1H^H1 S^Jl, HHfl^ ^(TEK)^ Hefl^ 

^SSl- 7] -frS. ^^(Key-Lifetime)^ SEfl^ ^Isj- 7] <H$I (Key-Sequence- 
Number) CBC-IV^r ^ Key Update Command *1H^H1 Str^W. 

<166> £ 17^ £ 16*11 Key push modes ^ep^l- S^*l ulHl-^ ;£X|*V 

<i67> °] Key push modest Key Update Command ^l^l^l -g-H.-!- ^Hsfl^r^ 
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§Rr31 9X°]*} 7lx]^(200)^ ^ Key Update Command *IM 7><y*> ^r 1 !: 
( 100)S ^ «i^fl Key Update Command ^1 >M *1 ^ GKEK# ^a]^ ^sfl 

A>-g-£] ji, sp. T^fl Key Update Command -g^SI S£fl^ ^JLij- 7l# 73 

^}§H ^iJ:(100)S. ^-yfl§>7l Jflsfl n*eH, °1 Key push modes 

<*H n^ej- Key Update Command *IM*|S1 -g-5.7> , £ 17# t2s}^ n ^1 

OSI ^-f°ll^r GKEK# 7$^}7] ^ *I*fl Key Update Command -g-H^l ^ M-Bj- 

ifljL, n ^°1 lo] ^-fofli- Esfls] <y-sSf 7] # 7^ a] §1-71 ^ ¥ ^*fl Key 
Update Command -g-S-^ M-B^t}. n}BH 7><y*> ^^(100)^1^1^ °l &i ^ 

Key push modes 4^1^ iLai n ^ 

<168> £ 18^r £ 16«fl HMAC-Digest ^-S+^l E|-t- rtfl a>^-£)^- ^ ^ 7l 

<i69> ^ ^2 ^HHH A>-g-£l^ Key Update Command *IM*1 ^ 

§1-71 HMAC-Digest7l- ll_S.^Ml, §>^> ^3. *IM*1SI Key Update Command ^1 

HMAC 7KHMAC authentication key)## ^ *1 A}-g-s|^- ^^7]^ 

Key Update Command ^1 ^ ^] o^] v^ty ^ , Key push modest t\-^t± . 

<170> ^El^fl^H *| til ^-q- U.S.H.7ll^H ^|til^^ ^l^^^ S.€r 7}^*} A 

A^A tyS- *[^}^ ^ Key Update Command ^ Key push modes7> 

GKEK 7Ja] tifl HMAC 7l# *>=^ ^ ^ 7l^r 7f^7> ^r^oflTfl 

£rUfl^ *1^7l(AK)olul-. °]$\-~ ^e) , ^ ^ til i# ^1^-^ 2.^- ^^^711 
°fl ^^^1-^ ¥ ^*11 Key Update Command t»IW*l, ^ Key push modes7> TEK ^a] 
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SLB.<U ^ HMAC 7l# ^*K^1 7}^ GKEK ^ a] ^noj Key 

Update Command *1H*|# ^«fl-ft GKEK°1 . TEK 7gX) Key Update 

Command *IM A]^ «<M^-^-S ^^}7] «fl^-^l , afl^JL $l^r JZ.-& 7^ 

a} ^iKlOO-l, 100-2, 100-3, — , 100-zH °1 9l^lt StM 0 ) 

71^1^(200) ^ sfl^ «1 ^# ^l^JL 5U^ 2.^ 7}<$x} ^ 

(100-1, 100-2, 100-3, 100-z)°l "yr^i^Tll ^-fr^r^l $l^r 7l^r GKEK°1 7] ufl^- 

<171> a*l, HMAC <?1^ 7H1 a t}^ ^^715. 71 ^7.1 7>^Bl7> A>-g- 

S^^l, o] 7] ^A] 7] 7j a] i£ ^ t*jl Al x] n}t]- l^j &7}X\ ^^S.*] <>1 

71 7^ A] ^Alxjofl tfl*l sH-eflo] H o >xl§>5L^- *Vx4. 

<172> zvzj-o] 7 ] 75 a] ^ig nflAl^l Jflafl A>-g-5qir ^3. HMAC 91^- 71 

<i?3> HMAC_KEY_D = SHA(H_PAD_D I Key IN I Key Push Counter) 

<i74> with H_PAD_D = 0x3A repeated 64 times. 

<i?5> 3^ ^3. HMAC 7l^r SHA(Secure Hash Algorithm) ^3 

^tt^f. <^7H, SHA^r ^ NIST^l ^sfl 7flii-5l SHS(Secure Hash Standard) 
Ajs]^ QjL^^oM. ^7} ^3. HMAC 91^ 711- AjAj^G)] $1^, 0x3A 

^o] 64ul-olEn>3. tij-^Ei 71- a] ^ H_PAD_D , KeylN^l- Key Push Counter 7} *]S. 

Q^o] ^e^t}. <*|7H KeylN^ 7l 7^a] nfl Al a] ofl a-] 7l-^A> 

^1 ^#71^31, Afl2 71 7gX] tffl X| xl o{| A-^ Aj- 7 1 ^El^fl^H A^til^it £ir /JL 
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<176> £ 12°fl S.*l€ H>£f ^°1 7lx]^(200)c>l ^r- ^ Key Update Command 

^H^l- ^sfl S^sj <y-s^- 71 # 7 r ^_o_S 7}<Qx} 100)5. €-tifle> 

^ jaj-^ofl^, 7>^^> ^^(100)^1 "T" Key Update Command *IW*1# = 

7fl ^rSi* Tj^-oll cflsfl 5L 191- t^sj-^ 

<177> £ 19-& ^S^, 7}<£*} ^^(100)°! 71^1 ^(200)^5.^-^1 ^25. sfl^ *| 

til^^l Ssflsj 7l# ^-tiflfe 3f^(S300, S310)^-Bj 71x1^(200)^1 iJl^-^l 

M&B TEK Grace Time *1^# 7]^°-S- GKEK 2.= o] Key Update 

Command *)HX|<2l- TEK ^a] ^ «i ^fl Key Update Command nH^l^l# §11 ^ *| 

al^l- ^l^^Jl 5U^r ^( 100)<^1 711 ^*Kr 2f^(S360)^m ^H^Ml ^1«J€ 

<178> °l&|*r ^f^MH 7><y7s} ^^(lOO)^ 71^1 ^-(200) °TH 7£^€ ^ ^ 

£1 Key Update Command *)Hxl ^ ^H^SfJi ^^^.S. ^^l§r*l ^}%. 

(100)^ £ 1^- t^sH tir^f ^°1 7}^^ ^^(lOO)^ 7fl 1 t^^.S. EHfla 

<£JL31- 7l# ^a] 7lxl^-(200)^.S.^-Bl ^ufl^ 3f7g 7^^. ^ 

^^o.s. Egfl^ <y-^g]. 7]=. ^-yfl^-xl y}<$ x r Tf+^dOO)^^^ uH^-^iLS. 

^t^Ji TEK Grace Time^l ¥^*r7ll £l3i(S380), 7^7} ^^(100) ^H^l 

$l^r Esflsj ^SS]- 7l ^Efl TEK Refresh Timeout ^}^^.7} 

(S390). °l5l«r o]HflE f^o S 01 §fl 7V^^> Tf+^dOO)^ t^-^- ^r7l^l Sefl^l # 
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jL5f 7l# 7]x] ^(200)^-5. -S-^^f (S400) . tcf^i 7}<$7} ^^(lOO)^ ^2 S 
sfl^ °rt$.s\- 7} ^-yfl ^r^r ^H^Ml Key Request ^H^l^r Key Reply ^IH^I!- 
Primary Management Connect ion# 7]*]^3\- 33.S\-^0-S.^] 7) 

Qg-*}?)) ^i=KS400, S410). °) ^, x EHfl^ <#JL3i)- 7}$] ^-S. 

°1 X+l W^H^l SEjjrt <#Ji5|- 7]s\ ^*fl f r s. Al^Vo] Aj^^rf 

(S420). °) ^Lw-Ei *H^«K^ Sfl^- tll^B^ir x+l 71 

oil ^«fl 

<179> £ 20^ £ 19°fl ^2 ^ A] ofl ofl Ai til^^-^o] S2fl^ ^JlS]- 

71 ^51 «o v ^°ll A 1 7h^^> ^r^^l SEflsl <y-JlSl- ?1 .3.^ -tf^M n}-^ Key Reply *fl 
^l^Hl S^g-sH ^^fzr TEK-Parameters M-Hf^^ BlH^j-ojtf. 

<180> £ 19S ^S^S, 7^ ^^(lOO)^ X\^d\]A] Ejflia ^Jig} 7] o_ 

^ ^H^o] Key Request *1H^1«- 7] xl 200)^-5. ^ 
<isi> t?!^!, 7}^7} ^^(lOO)^! ^^1^1 ^^fl^B. AHtil^q- asH?|iB ^Hli 

# ^1^^-71 ^SflAi o]± X\^6\]X]^} Key Request ^1^1^1« ^ ^Jlij- 
7l# S-^lk 9.M. Key Request 7}*}^ 

(200)^ i4IY^^-S. ^51^1-ji $l^r M&B TEK Grace Time ^1^^- 7)^&.S. 7}<$x} # 
^(100)S. ^14^Rr °rt3L^- 7] xl o] Key Reply ^H^l^l 4 

<i82> ^1# §cH, £ 191- %^§r^ 71^1^(200)^1 M&B TEK Grace Time 

(©) °1^H1 7}<$7} ^^(lOO)S^-Bl HHfl^l ^S.i\- 7l# -£.^§Kr Key 
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Request t^^^t ^-f(Initial TEK response) ofl^ sfl 1 ^ ^^^3] ^fl 

%-9± -n-S-^t TEK-Parameters7> Key Reply *1H*1# 7>^x} ^^(100) 

<i83> °}si\- ^e] 7lx]^-(200)°l M&B TEK Grace Time *l*r A l^(®) 7 r <£)x> 

^^(lOOS^f Bl J^S. HHfl^ 7l# Key Request 

^ ^-fClnitial TEK response) <^ sfl^ ^tij^^ ^fl ^7} -fj-jL*r TEK- 

Parameters (TEK-Parameters c )^r ^r^l ig-<& -frjL*!; TEK-Parameters (TEK- 

Parameters N )7l- 2.^- S^r^l Key Reply 7}^*} ^^(200)5. ^^ft*}. °] 

2.€- t^t^C 100-1, 100-2, 100-3, 100-zHl7ll r}^- -frjL^r Sefl^ 

^JlS]- 7l# ^7flS>ir 7lxl^(200)o] c^tD)^ 100-1, 100-2, 

100-3, — , 100-z)^l7ll£ ^7l ^-9} 4ra*l ^JlS]- 7l ^^l ^ 

^1 TEK-Parameters (TEK-Parameters N ) Sfe ^Hg^- 1 ?]: 6 rM5+, Hefl^ 

^J-Jl^- 71 niH^lo} Key Reply ^^l^l^l QS. #<H ^ 9l^S± ^ 0 1 91^. 

<i84> 3b^\r, SflTg- a| «1 *|)^i£ui 5^ ictlK 100-1, 100-2, 100-3, — , 100- 

Z)cfl7ll 4^" ^-0> -frjr^ EEflSj oJ-JrSj- ^ ^ ^((a)) o^ofl y]^ 

(200)^ Sefl^ ^JlS]- 7l# An 1 ^; 100-1, 100-2, 100-3, — , 100-z ) ^1 7ll ^ 

Tcfl^nl o>i^^- cf-g- 2^7] ^o> -frjLtr TEK-Parameters (TEK-Parameters N )# ^i^^r 

c.s.^1 ^-^(lOO)^ ^§}3i 9X^r TEK Grace Time ^((g)) 0)^.0]] t}~g- ^ 

7l ^91 -fr^L^ Hefl^ 71 JS.^# §>xl ^£1^ §1-71 
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<185> vY<$, TEK Grace Time °]^-°\] 7}<$x} ^^(100)^1 ^flS^ H 

Efl4fl ^Sj- A^§>711 5]^, _£L^ <&3Lf?\- ^A]S>7l 3 

*r iL^ (TEK update response) 71x^(200)^ ^-^r ^7} tj-Jl*!; TEK- 

Parameters (TEK-ParametersN) 1 ?]: 0 ! Key Reply ^H^ll- 7}<$7} ^^(100)S- 

°l^r 7}<$7} ^(lOO)^ fsfl^ ^ til ^# ^^fl «>J1 $1.71 nfl^-ofl ^7fl 
^71 -frSl^r TEK-Parameters (TEK-Parameters c )# °H 7>X|ji 7}^S\ 

^oji}. o] S ^ ; <#JL5}- 71 -g-^- nflAl^oi Key Reply 1: 

<186> £ 21^: tQ-^B] ^11 ^ptfl ^Bl^l Al^Bfloll^ egfl 

5« <£3L$t 7} ^ 7}<$7} 100)^1 ifl^^AS. ^Bl§>Jl $l^r 

^SS)- 71 4 v ^fl 4 v ^fl ^ol£o]37 5 ^ 22^ £ 21^1 £^151 ^"Hfl ^^11- ^ 

el§H q-Bi-ufl BUoi^-o]^. 

<187> 100)3}- 71^1^(200)^ -fr^7fl^H *|t>l^, ^Bl7fl^S A-^tili 

W-S.iL7lliS A-lul^^l- -^Sr&ol ^1^1 rfls!-^ ^5fl^ ^SlS]- ?1 # 

Bfl T^XI ^ol^o) ^M-^- tcfsji, ^El^iE^f W.S.H.?11^H A-^til^Ti^l tfl-§-§!-&| 
3^ 3= 711^^1 7} ^ V]*±^r S.^^. 7}^7} ^^(10 

0)5] H2fl^ ^jLSf 71 ^A]ol j^l tflffl *3 i& , oisi*V 

^ zv o]HflEoj ^Ajofl rel-Bl- 71^1 ^(200) °1H t^f 9-M . 

<188> 7>^7> Cfig- (100)^1 4>BflS 71^51^ 7 1 X] ^-(200)^ ^ ^ 
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<i89> n ^, s. 8°fl ^r^r ?J: 0 1, 7><^7 r ^^(100)°! He^II^H ^ul^q- 

aSH?fliB x-fl^ytjixl- *± nfl f y]*]^ (200) Key Request *1H 

(Authorized, (2))°1 ^5]^ 7] ^ ^^l^r "Op Wait(^^r rfl 

71)" ^(B)S. ^IW. 
<190> ^3., 7><y7> i&IKlOO) 6 ! Key Reply ^sfl Sefls] 

JlSr 7]# ^-yfl^Hr ^^"(Key Reply, (8))°! ^s}^ ^-yfl^ Seflsj ^S)- 7l 
# 71^1^(200)^}- ^-fr^Ml cflolBl xi^o] 7>^«t "Operational (^)" A o v 3l 

(D)S. °1 . 

<i9i> 3.S1M-, "Op Wait" ^(BHH 71^1^(200)^-3-^-^1 Key Reject *IW*l-t- 

^ ^(Key Reject, (9)H ^E)^, tM "Start" ^(A)S. ^l^. 

<192> «r^, HHfl^ ^Jl^r 71 -^"Bfl T^A]o] ^-*>^O.g. HSfl^ ^SSf 7l # 

a}^ "Operational" #Bfl(D)S. tfl7l§Kr f^l , a}^}o) 7§^}<^ 7}<£x\ ^ 

(100H 71*1 ^-(200)^.3.^-^1 M&B TEK Grace Time *]^°\] ^a]^ Ejflsi 

<£3.3^ 7l# Key Reply *IM*1# ^f-Sfl Si^he.^, Sefl^l ^JlS}- 7l -^-Hfl ^ 

Key ReplySHr °1^1B(8)# IHH^JL, o]ofl h^b). Sefl^l <#Jl5l- 7l -#Efl 

^l^r 7l#^l -fj-jL^r Hefl^l ^JLS}- 7l# 7 r *l Jl "Operational" # nfl ( D ) °11 *i 
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"Operational" #£fl(D)5. ^^f^Tfl €^f. 
<193> £ 9°1H 7}<Sx} ^^(lOO)^ "Operational" 

o\]X\ 7]x]^r(200)°-S.^ Hefl^ ^1^- Key Reply 

<4# ^ltfls. ^r^l§M ^r*V TEK Grace Time ^ ^ H«fl^ ^SSj- 

7l 4 v ^fl TEK Refresh TimeoutsHr ^wflH(7)# IHH^JI "Rekey Wait(^ 

^1 rfl7l)" ^-Bfl(E) -tfEflS. ^l*!?!^. 6 l^f 71 x]^( 200)^-3. Key 

Request ^f-g- ^7] ^<?> -^-a*V Ssflsj ^Isf 7l# 

<i94> n 7><yx> ^r^r(lOO)^: "Rekey Wait" #Efl(E)°fl 3XAA A A ^(200)^-S. 

^-Bj Esflifl «g-3L^r 7l7j- a*r^l Key Reply ^1 *1 *1 # ^> , Key Reply 
(8)# IHH^ Ssflsj <#JL2]- 71 ^>Bfl ^a]^- tfA] "Operational" 4 V ^(D)S. € 
oH^H, 1^ <£5L3l- 7l# o]-g-^ cflolBl ^r«S€ 
*^r. 

<195> ^HH, "Operational" -MCDHH Key Reply 0 1^H(8) ^^Hl 

*1 "Operational" A J-Efl(D)# -fM§Rr ^ SL*| £ *fll ^ % 

<196> A o>7l*t c^oflc iHflq <y-jL^ 71 ^>Bfl A] o] ^ ^ ^ ^ ^^H^r 

"Op Reauth Wait" ^3KO ^ "Rekey Reauth Wait" ^(F)7> ^l#^r 
<i97> £ 23^ ^2 ^H<fl tcj-^ ^ ^tfl SIb]^ Al^cfl^si Be)] 
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^ <£S.&\- ?} A^A Sefl?! <#JL5|- ^ ^ € 

°1S°1jL, ^ 24^ £ 23°ll ^ si §H M-Ef\E ^l 0 !^- 0 !^. 

<198> £ 23 ^ £ 241- tis^, :& 21 ^ £ 221- ^ ^ £| 

<199> 7}<^A ^r^T(lOO)^ Ejfld cj-ls]- ?1 4 V ^fl ^^1°1 7lxl^(200)AS.^-Bl ^ 

2x5. ^4 v ^°-5 SHfl^ ^SS]- 7l# ^M^j-Al "Operational" -#Efl(D)5 tfl7l*!; 

"fl^l^ ¥12^1-. 

<200> n ^, %tS.^- 71 -tfEfl ^l^l 0 ! "Operational" -tfsflCDHl ^15-5^ ir 

°11, 7>^^> ^^(100)01 71^1 ^-(200)^.5.^-^1 M&B TEK Grace Time ^ ^1 ^i^l 
GKEK update mode^l Key Update Command *IM*|-t- ^l^ 1 ^^- 1 ^ , ^H^- Seflsl <£3L$\- 
71 #Efl GKEK Updated efe °1 ^5-(10)# MMW^IjI, c>H tq-ej- HEfl^] 

3l5r 71 ^>£fl "M&B Rekey Interim WaitC^E] ?fliE tci. hse^ae 7^a] 

^ rfl7l" ^>Bfl(G)5 ^ A] ^ 71 71- 7l# 7ltf^tf. 

<20i> 4-r, 71^1^(200)^ M&B TEK Grace Time ^ ^l^Ml TEK update mode^l 

Key Update Command *1H^1# 7}<Q*} ^^(100)5 H5H.7lli;E ^^^S «ch^r 
3-, °1# 7f^x r ^^(lOO)^ ^Ht HHfl^ ^JLSl- 71 ^31 ^^1°11 TEK 

Updated^ ojwflHdDl- ^X^Iji t±X\ "Operational" ^3l(D)5 ^o]s]c^. 

<202> ^-sm-, £ l^H ii^^r «V^r ^°1 "M&B Rekey Interim Wait" 4 Ve H (G)°11>| 
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TEK update mode^l Key Update Command *fM*l-i- TfltflS. ^Ajyt-x] 7}<$x} ^ 

^(100)^ 3j-s]§>Jl $lfe TEK Grace Time Aj^ofl vfl^f # 

3.3} ?1 Aj-Bfl T^xiofl TEK Refresh Timeout B}fe °lifflH(7)# 1H!!a17|JI "Rekey 
Wait" -MCE) 5. ^ol^l?!^. ¥aH1, 71^1 ^(200)^.5. Key Request «IWxl# ^ 
cf^- ^7l ^o> -a-jL^r SEflsj #3:3* 7l# Jl^tf. 
<203> 0 l3Hr ^el, 7V^7} ^ ^(100)^1 "Operational" Aj-^oflAi GKEK update mode 

2] Key Update Command *IM*1S *fl£flS. ^r^^r^l ^-f, TEK Grace Time a^ 

ofl H2fl^ #3:31- 7l Aj-Efl tHAiofl TEK Refresh Timeout eHr °1 ifflH (7) # 

Al^lJi "Rekey Wait" #3|(E) Aj-Efl^ *1 «1 . ^^M^., 7 ] x] ^-(200)^.3. 

Key Request nflAl^l* tf-g- ^7l -frjLtr Hefl^ #3:3} 

< 20 4> r}-g-, 7}°j7} ^^(lOO)^ SMM ii^^r ¥ 7>7l 7J °m "Rekey Wait" 

-MCE) 0 *! %XAA y\A ^"(200)^-5-^-^1 Ssfl^s #3.3} 717} Key Reply *IM 

^r^-^, Key Reply(8) °l«jlH# ^aI^jl EHfl^ #3:31- 7l Aj-^fl ^a]^ t} 
Al "Operational" Aj-Bfl(D)S ^aI^u}. 

<205> o^yHlA-l, "Operational" Aj- efl ( d ) ofl A| GKEK Updated ^I^S(IO) 1HH1 Sl3± 

"M&B Rekey Interim Wait" Aj-Efl(G)5.^ ^js} "m&B Rekey Interim Wait" Aj-Bfl(G) 
oflA-1 TEK Refresh Timeout <»1^1H(7) IHM ^1*!: "Rekey wait" AJ- Bfl ( E ) S ^ ^o] 
^ TEK Updated °l«flH(ll) 1HH1 21*} "Operational" Aj- £fl( d ) -3. ^ ^°lfe SL*] 
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"Op Reauth Wait" -M(C) ^ "Rekey Reauth Wait" ^(F)?} c) , 
<208> IEEE 802.16 -f^ MAN ^l^^sf JfA| ^tfl SlB^ Al^^ofl 

71^1 ^-o] A]^^ 7$ A] ^ 7l# 7-11 ^y>^ 7V^4 ^l^l >fl 

7l# 7|-^0_S ^A^j-jr, 7}<$*} ^^oflT]] Oj f2 jO S £-flfl*j-if AV-g-ig-O^L 

*t Key Reply *IM*1 5£^r ^ Key Update Command *IH*1S 3L^ 7>^7> 

l&^M BHfl^ ^51- 711- ^§1-711 71^1^" o] a) ^j- ^efl^ ov^ 
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<2ii> ^fl, 7]x]^o] E^ifl <y-jL5)- 711- ^ a] is\±~ cfl $|^Ai, ^efls] <£Jl5J. 71 

<y-jL5]-§l-7l ^sfl KEK GKEK# ^JlSJ-sIH 2.^- 

t]-^- z]-z|o]l Til ^is}7] ufl-g-ofl KEK I£^r GKEK# ^^Ml 5U^. 

<2i2> ^*fl, Eefl^ ^JlS]- 7l# 71-^71- ^^^711 HSH^fliES. ^^llr^lel- 

2 Ssflsj <y-3lSl- 7l 7]-^l £ KEK a^fr GKEKS. <y-jL5l-$fl7l flfl-g-°fl, 2.^1 KEK IE— 
GKEK1- ^rflfl^ 7V^7> ^i^i;*]; SHfld ^Sj- 7l# 4lf ^ $1<^H 

7}<£ 7} ^0\}7\] 7^1i# 7\}^ ^ $J,rf. 
<214> <^*fl, ^^^fl^H ^E] 7 fl^E A]til^p}xq- SA ^-§1 

<215> t§-5.H^11iH A^til^o] 7^ A>^^ n >rf Jl-f}-^ SA ^-§1 S£fl^ 

l5f 7l# 7><y 7]-5l ^ttS^B) ^-Al7> ^ ^ ^ ^ 
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1] 

^ ^ SlBl^l Al^ofl^ 7lxl^-o] Jf ^ <g^^ 7><y^> ^^1 tflft ^ 

Bl^iS (Multicast) 5£^r *LS.H. ^fliS (Broadcast ) *| u| i# ^§fl 4^r^l*Rr S 

^Rrtll A]-g-£]^ <g^<3l ^5]- 71 O-J^ a] 7j-°l A] *J- Aj^o^W-Bl ^ 

^m^l 7j:zf*r nfl, ^7flS] oi-j-gj. 73x1^-7] AfljL^ ssfljfl 

S-tMItII tLSH-7fl^S 7] ^(Broadcast Connection)^: ^sfl #7] ^flS^ 

Eafl^ ^-IS]- 7] # ^<?r°i Aj-7] 7 >^7> Al-g-£l^ BEflS <£JrSr 7l 7> 

7^Al£l£^- 5^ T^Tll 

1- X^Kr ^ ^ 91^] ^ Al^eflo]]^ 3j EeflJfl <^-S5l- 71 ^rSl H 0 >^. 

2] 

^tfl ^Bl^l Al^^floll^ 7lx]^-ol Jp-Aj <£^:g 7 ><y X r ^ofl tfl^ ^ 

Hl7fliH(Multicast) 5£^r tL^H-^H (Broadcast ) ^til^# <?l§fl ^^a]^^ e 
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^1 &°H, 

«r^31 A>-g-S]^ ^flo} Egflsq 71^1 -B-JL ^ Al^O.S.^-B] ^ 

7l# 1S^^ #711; 

b) #7l ^Bl?fliE a - w.S.H.T'fliS A^l^i- ^l^y>ji 

S.-t-°M1 HS^-^Hs] nflqxl^H 7] (Primary Management Connection)^: ^f-Sfl 
#7l ^€ ^ 71 # zj-z]- ^^Kr ^1; 

c) #7l €7fl5l sell^ ^Sl- 71^1 -B-Jl ^m*! Al3> Al^ o_S-«-Bi #71 

^ ^m°l ^2f*r #71 S5fl^ ^51- 71 # 7jA]§>7l ^Sfl AfljL^ SHfl 

«j «y-jL5l- 7l# >$^*Kr ^711; ^ 

S.^)7\] y.S.= ?lliB. (Broadcast Connection)^: ^sfl #7] ^Ajjg *flS£- 

7 S^l5l£^ ^711 

[3^* 3] 

#7l ^-^j ^l7i^ #7] 7]X]^°] tflJf^o_3. ^e|S r fe ^ElPlcl^ 
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= 7fl^H ^itij^-g- Hs|sj <Q$.S\. 9} 7gx] a]^>(m&B TEK Grace Time)°ll 7}^}&\ 
M&B TEK Grace Time^Hg- ^1^-5. il^S}^ ^ ^^-S. S>^r ^ ^tfl 

4] 

-SM b) ^HH, #7] ^€ *fl3-£- BSflS! tLS-=7fl^H 71 

^•i- ^Sfl ^-7] 7><y x r ^^011711 "fl IEEE 802.16°TH<21 ti<5r 71 ^e] H. 

SS-^t ^H^l^l PKM-RSP( Privacy Key Management Response) ^H^l^l ?r ^H^l^ 
Key Reply <>l-g-§Rr ?ASr ^^°-S. §Rr ^ ^rfl ^B^jl ^l^eflo^ ^ 

5] 

*fll%Ml $1^1, 

^7] a) ^TlHH, ^-71 ^^5]^r Sefls] ^Isj- 71^ 3-DES(Data 

Encryption Standard) *&^\ AES( Advanced Encryption Standard) ^§T| 

^■SSl-S)^, 4I-7I BEfl^ ^SSl- 7l# A>-g-§>al oj-jrigL^ ^ ^ 

^r'id ^ Sl^^l ^l^^M^ SBfl^ ^J-jL^r 7] «o V ^. 

I^t 1 * 6] 
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#7l a) #7% ^Hl, 

4>7] 7}^ 7} ^^^-5] tifl a] ^1 IEEE 802.16°1H£1 He^H^ H 

^l^S 7m ^ (Pr imary Management Connect ion) -=r ^sfl 

tA^t ^r^J^S. §>^r ^tfl Ali^oflA^ Ej|sj oj-sS)- 71 ^5l 

7] 

7-ii 6%hi 5a°H, 

^>7l ii) Tct^lofl^ ^^5]ir HHfl^l ^>S5l- 7l 3-DES(Data Encryption 
Standard) «<H AES(Advanced Encryption Standard) «<H1^: ^sfl afci^-sH , 

4>7l 7}^7} oi#7l (Authentication Key)^-^ ^#^^1 KEK(Key 

Encryption Key)°fl ^1 «fl ^JLSfS]-^ ^ ^^.S. §>^r ^rfl ^ ^ ^1 

ofl^Sl Eefl^ <#JL5]- ?1 ^ y o Vl ^. 
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[3^8- 8] 

^-7} b) ^HH, 4>7l ^€ *fl5.£r ^25]- 7] 7]- ^-7} 7>^7> # 

^5. ^^l^M ^ 7]^ofl flr^^J SEflSl %ts.$- ^Hl tfl^T ttS ^l^r^l t£ 

4>7l Afl^.^ eefls] 71^1 -frs. ^R>^1 ^l^-Sl^r ?A^r 

*>^r ^ ^tfl <?lBi^l Al^^oflA^ Ejfld 71 ^:Sl « 0 >^. 

9] 

^r7] b) ^r^HMi, 

4>7l ^ A o > 7 l ^El^^H tL5-37ll^S ^ «1 i# afl^ul 91^ 

7V^^> TEt^ ^^5t>t11 ^flsH 91±= Zi-f- 71 <£JL 7l (Group Key 

Encryption Key:GKEK)<y ^^-3- Sj-^ ^ Hb]^ Hsfl 

^ <y-jL5l- 71 « 0 >^. 

10] 

-8-71 7l-<yx r ^o\) Til ^ X\o]) s£ 7 ] 7\<&*\ ^3 <^7l# ^Sfl ^Sj-E) 
^HJ£-S §Kr ^ ^tfl olE-1^1 Al^^oflA^ oj-jrigj. 7 j ^ yj- 
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11] 

^■7) a) #31 ^1, 

i) ^?fliE rci^ W.S.H.7fliS ^1^^-71 ^Bfl 4>7l 7^ 

#31; ^ 

ii) ^>7l ^E]7fl^H I&^r tLSH.7fl^S ^itij^-g- ^Jlij- 71 
# ^^§>o^ Xj- 7 ] 71-^X} #^S- ^<5rRr #31 

# cl , 

4>7l 71-^xl- #^^1-^ *IH*1 IEEE 802.16^1^^ e| *1H 

^^SLS- ^ ^ ^cfl o]E^ Al^Bfl^^o^ Eiefl^a <y-ssl- 7l ^ 
12] 

*fl 11*^1 5U°H, 

ii) #3HH ^7l Sefl^ ^JlS} 7l# ^7l 7>^X} #^S. ^ 

XI ^ ufl IEEE 802.16^1^^ 7] #e| HSSf nflA] x] o] PKM-RSP(Pr ivacy Key 

Management Response) n|H x^ ^ t^xlo] Key Reply n|) X| -H oi-g.^]-^, 

#7l Key Reply *IH*H1^ 4 V 7] Hefl^ ^JLil- 7l# ^jLSj-^Krt-ll A>-g-^ 
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#7l ^ 9)7} 

13] 

^r^-s}^: (AAA: Authentication Authorization and Accounting ^tfD°fl ^ 

14] 

15] 

X\ + ^$) ^)o] 7g -f , ^"71 A-]tf|7> ^>7l GKEK# ^^*>7fl ^J^tm 3^ ^ 
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[$^* 16] 

^-71 c ) #7lHH, 

^>7l ^S.^r Hefl^ ^1^- 7l 3-DES(Data Encryption Standard) 

S^r AES(Advanced Encryption Standard) y o v ^]# ^ ^JL^SM , #7l b) 
#7l 71-^x} ^€ ^ ?H ^Si^ 

W^t 17] 

^7] d) ^HH, ^"71 ^fl^g- S^)3fl ol-SS]- 7] 7]- -8-71 7>^7> # 

7 3^1^ 3s A oM 3L*flS] E^gj oJ^Sj- 71^1 -frjL Al^Vol n>s£l^ 
Al^a-Ej #71 SHfl^j ^Sj- 7^ -ff-J[ Al^l A]:*}-^ 3^ 

^ -r-^i ^tfl ^l^l^i X|^floiiA-io} ej|^ <y-3isl- 71 ^Bl w o V^. 

18] 

^lll^- *H2%M1 SU^I, 

A oM *l*flS] hsJ^ 71^1 -frjL ^l^ A]^ Al^o.^.a_Ei 4>7l ^^ 

^^^T ^-°\) ^S^l ^El^ll^S tL§.H-7flim A-ltil^-H ^l^-«>7l ^ Sfl 
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#7l €^5] ^Sj- ?1 ^ ^flo] 7l# ^Al^yl ^isfl 

#71 Aflg.^ EEfl^fl ^5)- 71 J2.^f-# #71 ^JlS^ 71 # 7> 
^#«Hr 

^-^^-S. S}^ ^ ^Cfl o]B^j! Al^oflA]^ <£jr;g)- ^ ^-ej 

1%^-% 19] 

#71 ^^21 E5fl^ ^51- 71^1 -frS. A^S] A ^ Al^O.S.YE-1 4>7l ^ 
^l?i 0 l ^^-^3: #7l ^El^fl^H ^1 til iu)- JdS^^^S *\ til ol^l ^l^^l- 

31 $l^r #E]HH Aj- 7 j ^^o) 7l^ 7^A]# Sfl #7l 7^^} 

S-JfBl ^Bl7ll^H a.S-H.7ll^H A^til^-g- H5|^ ^JlS}- 7l # _S-^«>^ 

#71 S5flSl ^JlS)- 71 # 7SA1S>71 ^ Sfl ^€ #71 Afl^ S 5fl^ 

^JlS]- 7l# #7l A^fb 7l-«a ^^S. 4^*Kr 

^ Sj-^ ^ ^tfl o]Bl^l A1^6))A1S1 Hsfl^ ^>SS1- 71 ^Sl 
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20] 

^■7] €^fl^ ^51- 7]S£{ -^-JL A] #2] A ^ A]^ 0_^«-^ #71 ^ 

^Ml iH^^r ^"71 S^sj ^1^- 71 ^ HBH 

u\i>) nfl^^l^E 7^ -f^fi #7l 7lxl^-ol|- ^"71 7>^7> ^^>Cf 7^*1 

21] 

S(Multicast) -tLS.H.7fl^H(Broadcast) ^sfl 7] -s^ ^^a] 

a) 7]x]^r°_S.^tf tLS^^fl^H 7]^ ^(Broadcast Connect ion)# ^f-Sfl 

^S.^ EE|Sj oj-^^j. - ^A]^ cf^l; ^ 

b) 4>7l ^flS-^ SSfl^ <£3lS1- 7lS ^fl^ <y-Jr3} 7]1- ^a] 
*M °1^¥-^ A o V 7l 7]*]^3\- ^A]^ E;|S C|l Ei # ^5]- 3^ ^Jl^Kr^ 
^7l 7^AJ5| Afl^.^ E2fl^ ^JlS^ 7l# A>-g-Sl-^ #31 

71 ^ u o V ^. 
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22] 

^ftfl Al^i^o11>| 7lxl^-ofl Jf^ <$_7£^ 7><g^> ^^°] ^Bj^fli 

H(Multicast) 5£^r iLS^fl^H (Broadcast) ^1^1- 7l *1 <$^<£ 

# HeV°He| nflq*]^;^ 7|yi ^(Primary Management Connection)* 

c) ^71 71^1 ■^■o.S.^-Bl JeLS-^H^H (Broadcast Connection)* -f-«fl 

AflS* SSfl^ Afl^.^ B2flS| ^15)- 7l^r #7l b) 

d) A o v 7l ^r^]^ ^5.* SJflsj ^is]- 7l# ^ 0 >7l b) ^TIHH *flS£ 

^ 71 ^-JL«H <#JL5}- 7l# 73 A] gj-ji, oj^lJfEi A o V 7 ] 71x1^-^ 

^^l*Rr SEfl^ c)HBl# S^r ^-S^r^^l A o V 7l 7$X\^ ^S.^ Esfl^ 
^JlS}- 7] # Al~g-§}^ #7ll 

# Xfr^r^ -T-^l -M 91^]^ ^l^^^l 7> < y7>> ^toflA^ HHfljfl OJ-31S1- 
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23] 

^-71 ^7fl<3] EH))3fl ^Jl^- 7] 2] -fj-J[. A] Z> 
^ ^ ^ #tfl ^lB^ Aj^^o) 71-^7} r^^oflA^ ^efljfi <y-Jr;g|. 

[^^J- 24] 

A J-7] Afl^£- ^ ,g^O} SEfl 4fl ©J-jT^ ^jo] O.J- 

Aj-71 Afl^.^ EHflS] ^5). 7l^r #7l ^fl^l Egfls] <£jr5)- ^ 0--gr_ A ] ^> 
^SLS. «Hr ^rfl o] E ^jl a]7^o} 7}<£x} ^°\)*\$] HEfl^ 

25] 

*ll 23 I£ *|| 24%> oil XJ. <H A 1 , 

^■7} ^ X| 7V-§r ^7] 7}7]^o] vfl^-^O-S. ^§Kr ^BHtH £ H 

tL3.H.7fl^H ^ til ^-g- Heflifl ^JlsJ- 71 7^ X) a1^>(m&B TEK Grace TimeH 7]^\ 
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<*) ^5^, ^-7) ^^fl6] SE fl^ ^iS)- -frS. a^o] *>5_ Al^o.s.JfB] # 

7} M&B TEK Grace Time^r^- °l^£l *l?I°-5. ^^5]^r ?A^r ^-^o_ S _ ^-Ai ^ 

26] 

*ll 25*^1 &<>H, 

g^fi^S ^Sfl Afl^.^ S efl4?l <£3L$t 7}7\ ^5]ir ^ -f , #7l 7>^X> 

x}*H S]^ oj-^g). 7l yjAi _o^^ *r3l*r*l 7A^r §j- 
27] 

*H 26*^1 &<>H, 

A oM ^12 ^ *l*h& #71 7><y*r ^r^ol ^«-A} ^ ^ Eg|sj o}-Jr 

Sr 71 7^a] Al7j-(TEK Grace Time)°fl 7]^\o] H^^M , #7l Hefl«l <#JL 

715] -B-s. *l#2l i^-e A]^ #7l TEK Grace Time 1 ?}^- °l^i^ a^o^S. 

-g^Tr ^8°-^ §}^r ^ ^tfl 7.}^$] 7 }^7} ^ofl^Sl Egfl 

^ ^J-jL^r 71 ^51 « 0 >^. 

[3^8- 28] 

^127%H1 a-1, 

#71 M&B TEK Grace Time 0 ] #7l TEK Grace TimeiLi^f ^ 
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1%^-% 29] 

-8-71 MS] ^51- 7l7> -S-71 HEflS] ^JlSj- 71 S ^A}^ 

-f , ^71 ^fl^l Ejfljfl ^Jr^ ?}°\ o.^ Al^Vo] ^351^ ^l^Y^i A oM AflS.*- 
HEfl^l ^JlS}- 7121 -frjL Al^Vo] Al^-iq^ ^ ^^'o S J=la} ^tfl olE^ 

X|^fl<2l 7>^7} ^^oflAl^ Hefl^ ^JlS]- 71 ^el 

[^^J- 30] 

^1-71 *fl2 ^ *]?t°} ^^PH" ttfl7>^l 4 V 7] 7lxl^O_g.W-Bl y.5.3L7fl^H 7l 
^1^ ^S-^r SEfl4fl oj-^gj. 7 j 7 |. ^Al^xl ^ 7§-f , 

A oM ^^^1 SHflSl ^SS}- 7l# 7JX1§>71 HBI-^HSI nfli^^S 7]^] 

^ *«11 ^S^- HeflS] ^JuS} 7l# ^-71 7lxl^-O.S M^H ^4!§Rr ^^1; 

-^-71 ^r^l^l Sefl^ ^si]- 71S. ^fl^l Ssfl^s <y-S5]- 7l# 7JA]§1- 

°i ^l^Pf-Bl A o V 7 ] 71x1^-4 Egflsq C-11 o] e] # ^l^fetl 

^>7l 7^ A] 5} Aflg.^ EeflS] oT-jrg}- 7l# Af-g-^ T£lr^l 

71 ^Sl « 0 >^. 
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31] 

^ ^IB-I^l Ali^oflAl 7}<$X} 7]*]^ |El7fliE 

(Multicast) 5£^r iiS-H.^^ (Broadcast ) *| v] ^ ^ sfl ^^a)^ ^o] 

a) #7] 7}<$x} S5fl4fl <y-3L5]- 7l# A^S>^ 7] .3-^ (Key Request) 
*fl A| # MAC ^11 7-] 7.} # °l-g-*H Aj-7] 7}x]^o_S- ^#*Kr ; 

b) #71 7l*l^-o] Aj- 7 j EgflS] <#JrS|- ^-Xj ^-o^H ^-Xj 71 
#71 7^X} ^^oflTll ^^715- ^JlSfSH #71 oV^g). 

7l# ^S^Rr^l X^Rr 7} -g-^(Key Reply) ^Hxl# MAC ^X|xl 

# ^l-g^M #71 7><y x} #11:5. ^#§Kr ^r^l; 

c) #71 ^ 7l# ^ A] ^ 7 l o^fl Aj- 7] 7 ]xl ^-o] AflS.^- ^ 71 # a#§l-ir 

*fll 71 7^ a] ^^( Key Update Command) *lHxl# MAC »IM ^-g-^c^ #7l 7}<$ 
X> igg. 4^*Rr T^Tll; ^ 

d) #7l oj^sj. 7l=- 73 A] §1- 7 1 c-lsll AJ-7I 7]*\^°] Afl^.^ SeflSj ov 
jrsj. ^j-c^H Afl S£fl^ <#JLS1- 7l^r #7l Afl^.^- ^-Xj ?}d\] o] ^ ol-jr^ 
-# X^Kr ^112 71 7^ A] T^ig n)lAlAl# MAC ^1 7} Xl # Ol^-^O^ Aj-71 7^1 7> 

1- X^Rr ^nfl °]Bl^l Al^flo^o! E5|sj <#Jrs}- 7l ^5} 5S£ 
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32] 

a) #7lHH, 

^-7} 7} oil A l *1 ^ IEEE 802. 164| ^i^t) 7 j ^ ^^l^l^l 

PKM-REQ(Pr ivacy Key Management Request) ^H^l^l xfr njlX|X|o] Key Request 
^llr -^sfl Hel-^Hsl nflq^l^iH Tl 1 ^)*! (Primary Management Connect ion) °.S. 

33] 

#7] b) ^HH, 

#71 ?1 -5-^- °lH*l^r IEEE 802.1641^^ ^o> 7 j ^ nflX!*]©] 
PKM-RSP( Privacy Key Management Response) *)H^1^1 ^ ^IH^l^ Key Reply 
*1# H^Hs! nflq^l^iE ^^^(Primary Management Connect ion) & 

34] 
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^■7) ^ ^-7) |El7fliE S^r ti S H7lliS *\ «1 ^# ^fl^Jl $I^r 

7}<%x} ^ S.^}7]} ^^§>7ll ^yflsl^ ^1- 7l ^JLSl- ?1 (Group Key 

Encryption Key :GKEK) °1 ^ , #7] Key Reply ^H^l^l ^^M^l ir ^rM"^ Sefl^ 
<£5lS1- 7l 3r&M£l(TEK-ParametersHl S^r^H ^^l^r J^^^-S- S>^r 

[^^J- 35] 

^"71 c) ^711 * d) ^H^, 

^"71 x-fll 71 nflAl^l ^ 71 7^Al ^ig nfl ^ *1 ofl ^ , 

7>^7> ig:^ <a#77l H&l ^iS(Key-Sequence-Number) s^-eHE], SA(Security 
Association)^ ^l^UKldentication)^ SAID ^ep^E], ^7} *fll ?1 ^a] t| ^ tffl 
^l^l^f ^12 71 7^a] d11a1x1# ^^-S>7l 71 J2.JB(Key Push 

Mode) ^el-^lBl, ?1 7^a} ^Alxlofl cfl^t e)€-^fl<^l ^(Replay Attack)^: « c > 

^l*>7l fl-^r 71 7>^Bl(Key Push Counter), S£fl^ <£r5:Sr 715} ^^51 ^iL 

o] 34el-plE^(TEK-Parameters) ^ afll ?1 ^a] ^ ^^1^1^ *fl2 7l 7^ 

^1 ^ 7H1# <y#*l-7l 4efTilE-l(HMAC-Digest)7l- 
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36] 

#7l ^1 71 7^ a] ^ rfflAl^ofl S.^r^_ TEK-Parameter s°il ^ #7l GKEK ^ 
37] 

*ll 35*^1 &<>H, 

#71 A}2 71 t^^ t^XIxHl TEK-Parameters^l^r #7l *flS£ B. 

HflS] ^25)- 71, #71 ^S.^ Eg|5j oV^Sl- 71^1 -frjL #7l SHfl^ 

<#3l5]- 71^^ ^ CllolE-l# ^^S^RrCll €-3-^ ^ 7l ^ S> 

CBC(Cipher Block Chaining)-IV(Initialization Vector)7f X^S^ ^ 

£-5. ^tfl tlBl^l Al^eflo]]^ oj Egfljfl <y-S.S)- 7l ^Sl 

38] 

#71 71 ^a] tfflAlxHl 5c^-€ HMAC-Digest# ^g^Rr^l <gs^ls.*| 

ll-S-^r HMAC ^llr 7l(HMAC authentication key)!- tflsH ^§Kr ^ 
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SHA(Secure Hash Algorithm) «<H1^: *f-g-*r°i #7l HMAC 7l# 

HMAC_PAD_D^ el#5ll°l (Replay Attack)^: a <MI*r7| 7l ^-X) ^ E i(Key 

Push Counter)7]- ^§1 

^"71 A}\ 71 7^ A] t^^ DflAlxl^^ 7V^A r T^TtS. ^^7171- ^ Cf 

^1 A] # ^sfl ^g;*); GKEK7]- a <y^7|S 

39] 

M^S. 7VSJ7} i£lk°] ^Bl^fliB (Multicast) 5£^r tLSH.7ll^H(Broadcast) ^1*1 

^§11 ^71 7l^l^2f §Rr S2fl^ ^l^Bl# <£JrS|- 5E^r ^-JL^Kr^l A \ 

-g-Sl^r EBfl^ ^JlSl- 7l# ^:^§>7l fl^ ^55]- 7l ^-Efl ^a]o] ^ wj- 

Aj- 7 j 71^1 ^o_S. E?fl^ <&S.&\- 7l# _2.^§Kr 71 oj lafle 

( event )°11 ^1«T| 7l A^KKey Request) ^1^1^11- 4^1 tfl7l<5Kr ¥^ $\7) ^-Tfl 
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(Op Wait); ^ 
Til (Operat ional ) 

#7] ^ tfl^l #^1^ 7lxl^-O.S^-Ei EE|Sj oj-jrig}. 7]-. ^A}^ 

-^"71 ^ ^ 711 oil A oM AflS.^ Eefl4fl ^Jr^ 71 7} 7l -g-^ nflA!*] 

40] 

^1139%H1 SH>*1, 

71-^A} l&^S] A^ofl o^gfl A o V 7 l 7]^^ ;gAj3qe>] ^A]£l^ Afl^.*- 

Sefl^ ^JLSl- 71 # A>-g-«H 73 a] §1-71 sfligft tfl7l§>^ 75 a] tfl 7 l #711 (Rekey Wai 

t)# S^-*H, 

^71 ^ &7\}*\]*\ <#7] 7lAl^O_JL-^-B^ Aj-71 Afl^.*- Esfl^ ^3}- 7] 
g-flflSj-71 ^§11 Af-g-51^ 71 -g-# DflAlAH- ^Al^Al ^^510. ^o.^ ^ 

egfl^ «y-Ji5|- 71 7j a] o] tfl] J= (TEK Refresh Timeout) 1HH £lsfl #7l #^1 aJ- 
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7} 71*1 ^-©.S. 71 -S-^(Key Request) ^*>31, S^sj <#JL5}- 7l 

"^-71 cfl 7 l TilS ^^ISH ^^Rr 

41] 

A oM 7^ A] tfl7l ^TlHlA-l Aj- 7 j r^Tg-^u.^ 7 ] ^Al^Hl cfl^V AJ-7I 7^1 

^ ^flS^r Ssflsj ^Sl- 71 7} 7) -g-^(Key Reply) *lHxl# 

*\-5}<q ^-7} HHfl^ <#SL^ 7} ^ ^A]ol Aj- 7 j ^x)- r^S. ^1 ^§Kr 
y A^C ^^.S. ^ ^Cfl *]B^ Al^^ollA-1^ ^Efl4fl ^JrSj- 7l #Efl ^ ^ 

42] 

M^S. 7V^xl- TEf^o] TgEl^ll^H (Multicast) IE^r tLSH.7ll^H(Broadcast) ^i*l 

^Sll <#7] 7]^3\ ^n^l^Rr SHfl^ Cll^lBl# ^JlS}- iE^r ^J^Rr^l A > 
-g-S|i=r ^JlS}- 71 # ^S^l ^ HEfl^ ^SSj- 71 d1a]o} ^ ^ 

^°11 &<H*1, 

Aj-7] 7lxl^o_S. BSflSj ^JLS}- 7l# .£.^Rr 7l DllAlxl ^A] o]iafl S 

(event)°ll 5l§fl 7l (Key Request) ^Hxl# ^A]§j-j7 tfl7l§Kr tfl7l ^Tll 
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(Op Wait); 

^1 (Operational); ^ 

^-7} 7}7)^r°)]X] A^SLS. S2fl^ ?1 # A> 

-g-§><^ 7^a]§>71 ^Sfl cfl7l§l-ir M&B(Multicast & Broadcast) ^a] ^ tfl 7 ] t^j 
(M&B Rekey Interim Wait) 

^■7] tfl7l T^H^ ^1-71 7lxl^O.S-tLE-l Oj-jTsJ- 7l # 

71 *1M*1 ^r^l ^6fl o^gfl ^1-71 ^ S ^o]£]o] ^^SJ-jl f 

^7} ^ #7lHH ^7] ^ 7] # 7^ A] §1-71 ^Sfl ^-71 7lxl^O_S«-Bl *(| 1 

?1 ^ a] t^Hg tf|l Al xl # ^sfl Afl^g- ^.3) 7l§ ^Aisl-^o. GKEK Updated <=>] 

HflS7l- #^§1-711 EJJL, 61 S. 91^ ^7} M&B ^ cfl7l T^TllS. ^*1*H 

^-7) M&B 7^ A] AV^ cfl7l ^r^HlA^ Aj- 7 1 Aflg.^ 7lS <£Jls1-^ ^flS^ 

^ «IM*|# ^l*r53-8: ^-f, TEK Updated °l^S7l- ^*r>fl 5] 31, ^S. ^lsfl 

#71 ^711 S ^«1S1<H 

7A^r ^SLg. §}^r ^ ^cfl o]E^ Al^eflollAioi Hsfl ja oj-jrs}- 5^ Aj-nfl 
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43] 

#7l T^^l 5]Sfl #7l 71^1 ^oflA-] ^Ajs]^ ^A}£^ 

EiJflsj ^T-SS]- 7l# Aj-g-§l-cx| 7gx\^} 7 ] ^sfl tfl7l*>ir ^a] ^7} ^7]) (Rekey Wai 

t)# cl S^t^l , 

#7l ^ &7\)°\}*\ #7l 7}x\^rSLg.^ #7l Afl S ^ «-yfl§>7l 

^sfl A]-g-5]^ # 7 1 71 ^3=) nflX|7,l# GKEK Updated °] 

1&S.7} ^^§>Xl ^ Tj-f, 4>7] ^^l EEflJfl <y-S5]- 71 7gX\ o]«flE( TEK 

Refresh Timeout) #7l #7l 7^1 ^-0.3. 7l A^j(Key Request) 

^^>31, #7l iHflSj <#Jl3}- 7] #Efl T^Alol A o > 7 l 73 A] tfl7l ^lS € 

44] 

^143%H1 &<>H, 

#71 M&B A] ^ rfl 7 l #71 7171^-O.S-Y^ #7l ^flS.^ EHfl^ 

^Sl- 7l# ^-yfl^l-71 fl^j A>-g-5l^ #71 X-112 71 73 A] ^Al^xl 

§M TEK Updated °MH7 r iH^r^l ^ ^-f, #7| ^^^1 E^jsj ^Jr^ 7l 73 
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°1 'fflHCTEK Refresh Timeout) ^Isfl #7] ^r^^ ^7] 7lX|^o_s. 7] _S_ 

^(Key Request) ^<sj-ji, <#7] E?fl^ tls]- 7l -#tfl ^xio] 7 J 

13 T 1 * 45] 

*I143*J- *fl 44%M1 9X°\*\, 

^ SSfl^ tlSl- 71 ^ ^-7} Aflg.^ EgflS] <y-^sj- ^-jr 

Af-g-s]^ *fl3.£ 7 ] 7 |. 7I -g-^(Key Reply) *|M ^r^l^H 

^ ^ ^tfl ^iBl^l Al^^oflT.^ SE flsq <#Jl3}- 71 4 v ^fl ^^1^1 
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2] 



MAC 




SAP 




MAC 



SAP 




L23 



L22 



L21 



L10 



3] 



(SS) 



(BS) 



MAC 

A 


connection 


MAC 

A 


C1 


H 

sai nm j_ 


Frame [ 


— I 
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4] 





a =7| MS % 


#3 U = 





S20 




S30 



S40 



S50 



S60 




S70 



S80 



5] 



(10) 



(20) 



S120— 



S130 




S170 



TEKx 

Active 

Lifetime 



Key Request (Prim. Management CID) 



{SA-ID # : n} 



sioo 



Key Reply (Prim. Management CID : TEK X ) 

r~ 

S110 



{SA : n} 



S140 



TEK Refresh 
Timeout 



TEK X+ 1 
Active 
Lifetime 



Key Request (Prim. Management CID) 



{SA-ID # : n} 



S150 



Key Reply (Prim. Management CID : TEK X+1 ) 



{SA # : n} 



S160 
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6] 




SS2 SS3 



7] 



System 


Name 


Description 


Minimum 
value 


Default 
value 


Maximum 
value 


BS 


M&B TEK 
Grace Time 


Time prior to TEK (for the 
multicast and broadcast 
traffic service) expiration 

BS begins rekeying. 
This time is longer than 
the TEK Grace Time. 


Vendor- 
specific 
value 


Vendor- 
specific 
value 


Vendor- 
specific 
value 
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8] 



(100) 



(200) 



Key Request (Prim. Management CID) 



{SA-ID # : n} 



S200 



Key Reply (Prim. Management CID : TEK X ) 



{SA : n} 



S210 



S240 

S 



M&B TEK 
Refresh Timeout 



Key Reply (Broadcast CID : TEK X+1 ) 



{SA # : n} 



S250 



TEKx 

Active 

Lifetime 



S220 



-S230 

M&B 
TEK 
Grace 
Time 



TEK x+ i 
Active 
Lifetime 

— S260 
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9] 



an 

(100) 



(200) 



S280 

s 



Key Request (Prim. Management CID) 



{SA-ID # : n} 



S200 



Key Reply (Prim. Management CID : TEK X ) 



{SA : n} 



S 

S210 



S240 

S 



M&B TEK 
Refresh Timeout 




Key Reply (Broadcast CID : TEK X+1 ) 



{SA # : n} 



S250 



TEK Refresh 
Timeout 



TEK 

Grace 
Time 

8270- 



Key Request (Prim. Management CID) 



{SA-ID # : n} 



S285 



Key Reply (Prim. Management CID : TEK X+1 ) 



{SA # : n} 



S290 



TEKx 

Active 

Lifetime 



S220 



M&B 
TEK 

Grace 
Time 



S230 



__t_ 

TEKxH 
Active 
Lifetime 

— S295 



100-91 



10] 



200 




SS2 SS3 



11] 



CID(MAC Header) 


Key to encrypt the TEK 


Primary Management CID 


KEK(Derived from the AK) 


Broadcast CID 


Old distributed TEK 
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12] 



(100) 



(200) 



TEK X 
Grace 
Time 



Key Request (Prim. Management CID) 



{SA-ID # : n} 



S300 



Key Reply (Prim. Management CID : TEK) 



{SA : n} 



S310 



Key Update Command (GKEK update mode) 



S330 



(Prim. Management CID) 



S350 



M&B TEK 
Refresh Timeout 



Key Update Command (TEK update mode) 



(Broadcast CID) 



S 

S360 



TEKx 

Active 

Lifetime 



S320 



TEK X+ 1 
Active 
Lifetime 

— S370 



-S340 

M&B 
TEK 
Grace 
Time 
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13] 




SSi 



S330-1 

1 SI Key Update Command 
(GKEK Update Mode : Prim. CID) 
Key Update Command 
(TEK Update Mode : Broad. CID) 

\ 

S360-1 



S330-Z 

1 st Key Update Command 
?GKEK Update Mode : Prim. CID) 

Key Update Command 
(TEK Update Mode : Broad. CID)' 





S330 



-3 



SS2 



SSs 



14] 



Attributes 


Contents 


Key- Sequece- Number 


Authorization Key sequence number 


SAID 


Security Association ID 


TEK -Parameters 


"Older" generation of key parameters relevant to SAID 


TEK- Parameters 


"Newer 11 generation of key parameters relevant to SAID 


HMAC-Digest 


Keyed SHA message digest 
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Attribute 


Contents 


GKEK 


GKEK. encrypted with the AK 


TEK 


TEK, encrypted with the GKEK (Multicast or Broadcast Sendee) 
or 

encrypted with the KEK (Unicast Sendee) 
TEK Remaining Lifetime 


Key-Lifetime 


Key- Sequenc e-N umber 


TEK Sequnce Number 


CBC-IV 


Cipher Block Chaining (CBC) Initialization Vector 
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16] 



Attributes 


Contents 


1 st Message 
(Primary) 


2 nd Message 
(Braodcast) 


Key- Sequence- Number 


Authorization key sequence number 


O 


O 


SAID 


Security Association ID 


O 


O 


Key Push Modes 


Usage code of Key Update Command message 


o 


o 


Key Push Counter 


Counter one greater than that of older generation for reply attack 


o 


\ J 


! TEK-Parameters 


"Newer" generation of key parameters relevant to SAID 






> GKEK 


GKEK, encrypted with the AK 


o 


X 


; > TEK 


TEK, encrypted with the GKEK {Multicast or Broadcast Service) 


X 


(. ) 


! > Key-Lifetime 


TEK Remaining Lifetime 


X 


o 


> Key-Sequence-Number 


TEK Sequnce Number 


(J 


C j 


> CBS-IV 


Cipher Block Chaining (CBC) Initialization Vector 


X 


o 


HMAC-Digest 


Keyed SHA message digest 


O 


o 
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Type 


Length 


Value 


30 


1 


0, GKEK update mode (1 st Message) 

1, TEK update mode (2 nd Message) 
2-225, reserved 



18] 



Key push modes 


Input Key 


GKEK update mode 


AK 


TEK update mode 


GKEK 



20] 



Situation 


Transferred TEK-parameter information 


Initial TEK response (before (§)) 


TEK-Paramctcrsc ! 


Initial TEK response (after ©') 


TEK-Parameters c & TEK-Parameters K 


TEK update response (after ®) 


TEK-ParametersN [ 



C: Current generation of key parameters relevant to SAID 



JM: Next generation of key parameters relevant to SAID 



100-95 



19] 



7 r gJ*r BB 
(100) 



(200) 



® 



S390 



Key Request (Prim. Management CID) 



{SA-ID # : n} 



S300 



Key Reply (Prim. Management CID : TEK X ) 



{SA : n} 



S310 



Key Update Command (GKEK update mode) 
< 



S330 



S350 

s 



M&B TEK 
Refresh Timeout 



Key Update Command (TEK update mode) 



S360 



TEK 

Grace 
Time 

S380- 



TEK Refresh 
Timeout 



Key Request (Prim. Management CID) 



{SA-ID # : n} 



S400 



Key Reply (Prim. Management CID : TEK X+1 ) 



{SA # : n} 



S410 



TEKx 

Active 

Lifetime 



S320 



® 



M&B 
TEK 
Grace 
Time 



S340 



t T 

TEK X+ 1 
Active 
Lifetime 

— S420 
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[£- 22] 



State 
Event or Rcvd 
Message 



(A) 
Start 



(B) 
Op Wait 



(C) 
Op Rcauth 
Wait 



Op 



(E) 
Rckey Wait 



(F) 
Rekey 
Rcauth 
Wait 



0) 
Stop 



(2) 

Authorized 

(3)" 

Auth Tend 



(4) 

Auth Comp 



TEK Invalid 



(6) 

Timeout 

(7) 

TEK Refresh Timeout 
(8) 

Key Reply 

(9) 

Key Reject 



: m 



Start 



Stail 



Start 



Start 



Op Wait 



-i v!y": - v? r -i ;cs. -. 



Op Reauth 



Rekey 

Reautli Wait 




Start 

1 g # C ffeS; 

■:''r. 'v -^%> 
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23] 



CD C 




100-99 



[£- 24] 



State 
Event or 

Rcvd 
Message 



(C) 
Op Reauth 
Wait 




(C) 
M&B Re key 
Interim 
Wait 



(&.) 

Key Reply 



(9) 

Key Reject 
(10) 
GK£K 
Updated 



TKK Updated 



H Operational 
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